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Romania has received a loan from the International Bank for Reconstruction and Development (IBRD) to support the implementation of the Rural Pollution Prevention and Reduction Project (RAPID Project). This initiative aims to mitigate environmental challenges in rural areas by promoting sustainable agricultural practices and ensuring the protection of natural resources. The Loan 9505-RO, ratified through Law no. 332/2023 on November 7, 2023, became effective on December 13, 2023, with a closing date of June 30, 2028.
The National Phytosanitary Authority (ANF), through the Project Management Unit (PMU RAPID), is responsible for implementing the Database Information Management System for the ANF laboratories (DIMS)) as part of this project.
The DIMS will serve as an integrated digital platform for automating the registration, management, processing, reporting, and regulatory submission of laboratory samples and results.
 ANF is the national authority responsible for phytosanitary risk management, plant protection regulations, monitoring pesticide residues, and ensuring compliance with national and EU legislation concerning food safety and environmental protection.
The agency operates central and regional laboratories specialized in chemical, biological, and residue analyses critical for enforcing phytosanitary regulations and protecting public health.
            
By ensuring traceability, standardizing laboratory workflows, and supporting data integration with external regulatory systems, DIMS will enhance efficiency, transparency, and data-driven decision-making across all ANF laboratories.
[bookmark: _Toc199312774][bookmark: _Toc199317865][bookmark: _Toc207121889]1.2 Definition of terms
Table 1 – Acronyms and Terms Used Throughout the Terms of Reference
	Term
	Description

	RAPID
	Romanian Rural Pollution Prevention and Reduction Project

	The Project
	the Rural Pollution Prevention and Reduction Project, referred to as the "RAPID" Project

	MEWF
	Ministry of Environment, Waters and Forests

	GEPRO
	Existing software system used in ANF's diagnostic laboratories (Phytopathology, Entomology, and PPP Quality Control) for managing samples, generating analysis reports, and producing statistics.

	EFSA
	European Food Safety Authority – the authority receiving annual XML submissions from ANF regarding pesticide residue analyses.

	SSD2
	Standard Sample Description version 2 – EFSA's data model used for the standardized reporting of chemical contaminants and pesticide residues.

	DCF
	Data Collection Framework – the EFSA platform for submitting SSD2-compliant XML files.

	FLAT Tool / WITH METHODS Tool
	Excel-based reporting tools provided by EFSA (Release 7.0, 2025) for compiling and exporting laboratory data in XML format according to SSD2 structure.

	PV
	Protocol (Proces-Verbal) – the official sampling document issued by phytosanitary inspectors for monitoring and regulatory control purposes.

	PPP
	Plant Protection Products – regulated chemical products used to control pests in agriculture.

	MRL
	Maximum Residue Limit – the legally permitted level of pesticide residue in food or feed as per EU regulations.

	Sample Code
	A unique identifier assigned to each sample upon reception in the laboratory, ensuring traceability throughout the analysis process.

	resID
	Unique Result Identifier – an automatically or manually generated code (typically combining Sample ID and paramCode) required for valid XML export to EFSA.

	XML
	Extensible Markup Language – the standard file format used for structured data reporting to EFSA.

	PESTEXPERT
	Existing central database system used by ANF for managing PPP product, which includes data and phytosanitary information.



[bookmark: _Toc207121890][bookmark: _Hlk205219741]2. Objectives of the assignment

The objective of this assignment is to design, develop, and implement the Digital Information Management System (DIMS) for the National Phytosanitary Authority (ANF), providing an integrated digital environment for managing laboratory workflows, analytical data, reporting to EFSA, and communication with external stakeholders.
The system shall enable end-to-end traceability of samples and analytical results, improve operational efficiency and data integrity across central and regional laboratories, and ensure compliance with EU and national standards.

Implementation will be carried out in three phases as defined in this ToR, with Phase 2 (Pilot Implementation) delivered through an iterative approach, starting from a Minimum Viable Product (MVP) and followed by two incremental iterations that expand the system’s functionality and coverage.
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The National Phytosanitary Authority (ANF) is responsible for ensuring effective management and monitoring of laboratory testing for plant protection products (PPP), pesticide residues, and phytosanitary diagnostic samples. While the contractual provisions remain under the supervision and coordination of UMP RAPID, the technical coordination of all laboratory activities is under ANF’s authority.
ANF operates a network of laboratories, including the National Phytosanitary Laboratory which is nominated as National Reference Laboratory for Romania and regional laboratories, each specializing in specific technical areas. The current laboratory structure is as follows:
1. National Phytosanitary Laboratory (NPL) (Voluntari):
· Residue Laboratory (Băneasa):
· Focuses on the detection of pesticide residues in agricultural products, including fruits, vegetables, and cereals.
· Central Diagnosis Laboratory comprising:
· Phytopathology Laboratory (Voluntari):
· Includes three National Reference Laboratories with four technical units specializing in pathogen identification and diagnostic testing:
· Virology
· Bacteriology
· Mycology
· Molecular Biology
· Entomology Laboratory (Voluntari):
· consists of two National Reference Laboratories responsible for identifying pests and nematodes:
· Entomology
· Nematology
·  Pesticide Quality Control Laboratory (Chemistry LAB) - Voluntari:
· Conducts chemical and physico-chemical analyses of plant protection products, including testing for formulation stability, density, pH and active ingredient concentration.

2. Official Regional Laboratories (8 existing + 3 in preparation):
· 4 Regional Chemistry Laboratories (determination of plant protection product quality):
· Arad
· Olt
· Bacău
· Mureș
· 3 Regional Diagnostic Laboratories (phytopathology and entomology diagnostics):
· Suceava (Nematology and Bacteriology)
· Bacău (Bacteriology)
· Brașov (Nematology)
· 1 Residue Laboratory (pesticide residue testing):
· Târgu Mureș – Conducts targeted testing for pesticide residues in fruits, vegetables, and cereals.
· 3 New Residue Laboratories (scheduled for establishment in 2025):
· Arad
· Olt
· Bacău
Current hardware and software Infrastructure
The existing infrastructure consists of analytical instruments, standalone workstations, and manual data management systems. Key analytical instruments include:
· Gas Chromatography Triple Quadrupole (GC-QQQ)
· Gas Chromatography Quadrupole Time-of-Flight (GC-QTOF)
· Liquid Chromatography-Orbitrap (LC-Orbitrap)
· Gas chromatography with high-resolution mass spectrometer (GC-MS Orbitrap)
· Gas chromatography with triple quadrupole mass spectrometer (GC-MS/MS) 
· Liquid chromatography with high-resolution mass spectrometer (LC-MS Orbitrap)
· Liquid Chromatography Quadrupole Time-of-Flight (LC MS - QTOF)
· Liquid Chromatography with UV-VIS detection (HPLC-UV)
· Gas chromatograph with flame ionization detection (GC-FID)
· Ion exchange liquid chromatography (HPIC)
Data generated by these instruments is currently managed in Excel files, specific to each instrument. This decentralized data storage may lead to:
· Data entry errors due to manual input.
· Delays in reporting caused by data consolidation efforts.
· Data inconsistencies, impacting traceability and reporting accuracy.
The laboratory operations within ANF are defined by a set of standardized procedures and technical workflows that ensure traceability, regulatory compliance, and operational consistency. Each laboratory type (residue, diagnosis, chemistry) follows its own set of processes, which begin with the formal registration of analysis requests — either through public phytosanitary programs or private requests — and continue through sample reception, analysis, validation, and reporting.
At each step of the workflow, designated experts are responsible for completing specific forms and logs, which are used for documenting the sample path, applied methods, reagent usage, and results. These procedures are grounded in internal SOPs and national standards such as ISO/IEC 17025:2017. Cost estimation and payment validation (where applicable) are integrated early in the workflow for private samples. Reagent management is tightly coupled with traceability and QA procedures, with dedicated forms for reagent reception, preparation, usage logging, and batch tracking.
The workflows differ between laboratories. Despite these differences, all units follow the same traceable path of data entry, result validation, and bulletin generation, ensuring data integrity and regulatory alignment.
ANF's laboratory testing workflow is partially integrated into the GEPRO software web application.
The GEPRO system manages diagnostic workflows in NPL’s Pesticide Quality Control, Phytopathology, and Entomology Laboratories. It is configured to support sample registration, result reporting, and statistical output generation within these units. However, several limitations have become evident as the operational scope of ANF laboratories has expanded:
1. Coverage Limitations:
· GEPRO is currently limited to National Phytosanitary Laboratory, except Residues of Pesticide Laboratory.
· It does not extend to regional laboratories, particularly the Pesticide Quality Control Laboratories that conduct chemical analyses on plant protection products.
· With the upcoming establishment of three new Residue Laboratories (Arad, Olt, Bacău), the current system is not equipped to manage these new units, leading to potential operational gaps.
2. Data Integration Challenges:
· GEPRO is a standalone system, developed for diagnosis units and quality control of pesticide. The system has been developed to meet specific technical requirements and is updated periodically according to current realities.
· It does not integrate data generated by analytical instruments such as GC-QQQ, GC-QTOF, or LC-Orbitrap, which are essential for chemical and residue testing.
· This lack of integration results in fragmented data storage, with each laboratory maintaining its own data files separately, increasing the risk of data inconsistency and limiting overall data traceability.
3. User Management and Access Control:
· GEPRO currently operates on a compartmentalized user structure, with access limited to specific technical units.
· There is no unified user management system that allows for centralized access and data visibility across all ANF laboratories, including both central and regional units.
· This restricts information flow and data consolidation, particularly when dealing with complex cases involving both biological and chemical analyses.
4. Technology and Scalability:
· The GEPRO system was developed to address specific diagnostic workflows and has not evolved to accommodate the broader range of laboratory activities now required by ANF.
· The system’s architecture is not designed for modular expansion, making it challenging to incorporate new functionalities, such as automated data integration from analytical instruments or centralized reporting across multiple laboratories.
· As ANF expands its network of laboratories and increases its analytical capabilities, the current technology no longer meets operational requirements.
· The GEPRO system is a web-based application developed in PHP, using a MySQL database and hosted on an Apache web server. The Beneficiary will provide access to all relevant GEPRO resources necessary for technical assessment and data migration into the new DIMS platform. The current use of GEPRO in ANF’s labs is detailed in ANNEX LIMS – GEPRO Instructions and only refers to the Diagnosis and LLCP (chemistry) labs.
To effectively support ANF’s expanded laboratory structure and diverse analytical activities, a comprehensive Database Information Management System for the ANF laboratories (DIMS) is required. This system should:
• Integrate data management across all laboratories, including biological diagnostics, chemical testing, and pesticide residue analysis.
• Unify user management, enabling centralized access control and comprehensive data visibility across all units.
• Support data integration from analytical instruments, ensuring accurate, real-time data capture and reducing manual data entry.
• Enable modular scalability, accommodating both current and future laboratory expansions and technological advancements.
• Reflect and support the standardized laboratory workflows already established across ANF, which are defined by internal procedures and rely on structured forms at every stage of sample management. These workflows cover key operations such as: analysis request registration, cost calculation for private samples, reagent usage tracking, method assignment, result validation, and bulletin issuance. (refer to chapter 3.1.5)
• Accommodate specific differences between laboratory types — for example, EFSA reporting and XML generation in residue labs, pathogen detection and traceability in diagnosis labs, or quality control parameters in chemistry labs — while ensuring unified architecture and data traceability across the entire network.
Implementing a DIMS that is fully functional across all laboratory units and analytical types shall significantly enhance data integrity, operational efficiency, and regulatory compliance within ANF’s laboratory network.
Currently, the diagram below describes ANF’s laboratory infrastructure and workflow: 

Fig.1 – ANF laboratory infrastructure 
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To provide a clear operational view of ANF’s current laboratory network, the following table summarizes the key workflows, outputs, and software tools associated with each major laboratory type. This structured overview highlights functional distinctions between Residue, Diagnosis, and Chemistry laboratories, along with the current level of digitalization and system integration. It also underscores the critical need for a unified, scalable DIMS capable of supporting all workflows across the network.
Table 2 – Key workflow and outputs of ANF’s laboratory infrastructure
	Lab Type
	Main Activities
	Key Outputs
	Software Used

	Residue Labs
	Pesticide residue testing (fruits, vegetables, grains)
	1) Residue Analysis Report
 2) EFSA SSD2 XML for DCF
 3) Non-compliance alerts
 4) Yearly EFSA summary 
5) Internal QA records
	Excel FLAT / WITH METHODS tools

	Diagnosis Labs
	Identification of plant pathogens and pests
	1) Diagnostic Report
 2) Detection status (positive/negative) 3) Species confirmation
 4) Surveillance data
 5) Traceability logs 6 statistical reports 7) Notification 
	GEPRO

	Pesticide Quality Control Labs
	Analysis of PPP quality and composition
	1) Quality Analysis Report 
2) Non-Conformity Notification 
3) Product compliance status 
4) Statistics 
5) Internal QA records
	Manual Excel (GEPRO partial)


[bookmark: _Toc207121892]2.2 Overview of Changes in Objectives, Procedures, and Processes
The implementation of the DIMS shall fundamentally transform how ANF laboratories operate—delivering structured, traceable, and standards-compliant workflows across all analytical areas (residues, diagnostics, PPP quality). Key changes and measurable improvements include:

1. End-to-End Digital Sample Lifecycle
Through the Sample Registration and Barcode Labeling Module, the DIMS replaces paper-based forms and Excel files with a unified digital interface. Samples are registered, labeled, and tracked automatically, ensuring:
· Elimination of registration delays and samples misplacement.
· Full traceability from intake to final analysis bulletin.
· Faster turnaround time for both official and private requests.

2. Consolidated Test Management and Data Entry
Chapter 3.1.5 - Sample Lifecycle and Result Management Module details the manner in which the DIMS shall digitalize all testing workflows across biological and chemical laboratories. Analysts can assign methods, input results, and validate outputs in a structured, secure interface. This ensures:
· Consistent application of analytical methods and validation paths.
· Standardized result formats for all test types.
· Reduced non-conformities and simplified audits.
3. Automated Data Integration from Instruments
With the desktop client (folder monitoring agent), DIMS enables direct import of analytical outputs from GC-MS, LC-MS/MS, Orbitrap, QTOF, and others. This delivers:
· Drastic reduction in manual data entry time.
· Improved accuracy by minimizing transcription errors and ensuring consistent data formatting. 
· Mapping between raw results and validated reports.
4. Integrated Quality Assurance and Compliance Controls
The Audit and Compliance Module features ensure that all data changes are traceable and that validations are logged according to ISO/IEC 17025:2017. As a result:
· Internal audits can be completed faster and with full transparency.
· ANF improves readiness for external accreditation and inspections.
· Critical steps (e.g., data modification, report release) are fully auditable.
5. EFSA-Ready Regulatory Reporting
Using the EFSA Reporting Module, the system generates structured SSD2-compliant XML files directly from validated laboratory data. This enables:
· Elimination of manual compilation in FLAT/WITH METHODS Excel files.
· On-time, accurate EFSA submissions.
· Faster regulatory feedback cycles and reduced risk of data rejection.
6. Full Resource and Asset Visibility
With Laboratory Equipment Management, Laboratory Personnel Management, and Consumables Tracking modules and Reagent Usage and Tracking modules, DIMS introduces visibility and traceability over operational resources. This allows:
· Automated tracking of equipment calibration and maintenance history.
· Role-based visibility into analyst certifications and training logs.
· Usage-based monitoring of reagents and materials across tests.
7. Enhanced Client Communication and Transparency
The Client Portal with Document Management and Ticketing empowers external users (e.g., inspectors, private clients) to:
· Submit analysis requests and upload documents digitally.
· Track sample status and download signed bulletins.
· Interact with ANF staff via a structured communication channel.
8. Advanced Reporting and Decision Support
The Reporting and Statistics Module enables laboratory managers and decision-makers to extract meaningful insights across operational and regulatory dimensions:
· Generate workload metrics, quality KPIs, non-compliance alerts.
· Visualize trends in residue levels, sample volume, and turnaround times.
· Export customized reports to PDF, Excel, or CSV for external use.
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The Consultant is expected to deliver the following outputs:
1. Custom-Designed Database Information Management System (DIMS)
· Develop and implement a tailored DIMS solution designed specifically to address the operational, technical, and regulatory needs of ANF, covering both central and regional laboratories.
· Deliver a web-based software platform that enables centralized, secure access by ANF personnel, replacing legacy tools such as GEPRO and Excel files.
· Ensure automation of laboratory workflows, including sample registration, barcode labeling, test and method assignment, instrument data integration, result input and validation, analysis report generation, and regulatory reporting (e.g., EFSA XML based on SSD2 standards).
· Enable full traceability, auditability, and role-based access across all workflows (chemical, biological, and residue analysis). A minimum of five environments shall be configured and maintained throughout the project lifecycle: Development, Testing, UAT (User Acceptance Testing), Staging, and Production. Each environment shall support controlled deployment and version management to ensure proper validation before production release.
· Ensure full compliance with applicable national and EU regulations, especially ISO/IEC 17025:2017 and EFSA reporting obligations.
2. Complete Source Code for DIMS
· Provide UMP RAPID and ANF with the complete source code of the DIMS platform, including full documentation and deployment artifacts.
· Enable ANF and UMP RAPID to independently modify, scale, and extend the system to accommodate evolving operational or regulatory requirements.
3. Cloud Infrastructure Design and Implementation
· Collaborate with ANF to size and design the IaaS-based (virtual-machine) cloud environment in which the DIMS will run.

The cloud environment must be equivalent or compatible with the ADR Government Private Cloud (based on Microsoft Azure Stack Hub).
· The Beneficiary will select and contract the cloud provider; the Consultant’s role is limited to defining the technical parameters (CPU, RAM, storage, network, security controls, etc.) required by the DIMS and verifying compatibility with ADR’s Governmental Cloud standards.
· Prepare a comprehensive “License Register” in the technical offer. For every third-party or platform component needed to install, configure, operate, and maintain the DIMS in the cloud, list: product name, edition/version, metric (core, user, VM, etc.), quantity, and term.
· All licenses shall be procured and owned by the Beneficiary; pricing is not requested, only the exhaustive list.
· The Consultant shall install and commission—within the Beneficiary-provided cloud environment—all third-party components listed in the Consultant’s Technical Offer (e.g., database engines, web/application servers, middleware, monitoring tools, etc.), then install, configure, and place the DIMS into full production operation, ensuring conformity with every functional and non-functional requirement set out in these Terms of Reference.
· Integrate, as needed, the cloud-based DIMS with the existing on-premises Identity Provider (IdP) system – the B2C from Azure, which already supports role-based authentication and authorization for other ANF software systems.
This integration should ensure compatibility for user management, secure authentication, and uninterrupted access across all connected systems. Additionally, the DIMS shall integrate with the ANF's email infrastructure, enabling functionalities such as automated notifications, alerts, or report delivery through existing channels.
The integration process will focus on a smooth, minimally disruptive transition, maintaining strong security, regulatory compliance, and a unified, secure user experience for all DIMS stakeholders.
4. Expert Consultancy in Laboratory Data Management and Regulatory Compliance
· Provide consultancy and implementation support for ISO/IEC 17025:2017 compliance, SSD2-based EFSA reporting, and laboratory data validation processes.
· Collaborate with ANF to design data models, compliance rules, and workflows aligned with best practices in laboratory management and regulatory reporting.
5. Comprehensive System and Solution Documentation
· Develop and deliver detailed system documentation, including:
· System architecture and component design
· Deployment and configuration manuals
· End-user and administrative user guides
· Troubleshooting and maintenance documentation
6. Data migration from legacy systems 
Historical data to be imported from GEPRO shall include, at minimum: sample registration records, diagnostic analysis results, issued analysis bulletins, traceability logs, and statistical datasets. Additionally, Excel-based records used for pesticide residue analysis (especially those structured for EFSA XML reporting via FLAT or WITH METHODS tools) shall also be considered for migration, subject to feasibility and harmonization with the DIMS data model.
7. Training Sessions and Support Materials
· Provide comprehensive training sessions for ANF personnel, including hands-on (on-job) training across all roles (technicians, managers, IT staff).
· Deliver support materials such as step-by-step user guides, video tutorials, demo environments, and use-case scenarios.
· Ensure a smooth transition from manual, fragmented workflows to an integrated and standardized digital environment.
8. Maintenance, Support, and Warranty Services
· For a duration of 10 months or until May 2028 (whichever occurs first) provide  maintenance and support, including:
· Issue resolution
· Performance monitoring and tuning
· Updates required for compliance with regulatory changes
· Offer a minimum 2-year warranty, covering:
· Technical defects
· Functional errors
· Performance degradations
· Support ANF in accommodating operational evolution (e.g., integration with new instruments, expanding user groups, adapting workflows).

Deployment Approach
The implementation of the DIMS shall follow a two-phase approach:
1. Pilot Deployment Phase – targeting a representative sample of laboratories, including:
• One central Residue Laboratory (e.g., Băneasa),
• One Chemistry Laboratory (e.g., Arad),
• One Diagnosis Laboratory (e.g., Bacău or Brașov).

This phase will validate core functionalities, workflows, form integration, and external data synchronization mechanisms.

2. Full Deployment Phase – upon successful pilot validation, the system shall be rolled out to the entire ANF laboratory network, including all regional and national units.

Implementation and Approval Criteria
The DIMS deployment shall be considered accepted only after:
• Full implementation of all functionalities defined in the technical specifications;
• Successful pilot execution, including representative labs from all three laboratory types (Residue, Chemistry, Diagnosis);
• Validated migration of legacy data from GEPRO and Excel-based tools;
• Execution of test scenarios approved by ANF for both pilot and final rollout;
• Delivery of complete user training and technical documentation;
• Confirmation of operational readiness and system acceptance by ANF and UMP RAPID.

Deviations and Alternative Solutions
Any deviation or alternative solution from the specified technical requirements may be considered acceptable by the Beneficiary if:
· It is justified clearly in the Consultant’s progress reports
· Include an assessment of implementation effort and impact on project objectives
· the proposed changes contribute positively to the project's success
· It is pre-approved by the Beneficiary
· It does not reduce the estimated effort and quality relative to the originally proposed solution

Consultant Responsibilities
The Consultant shall be fully responsible for:
· Preparing business analysis documentation, subject to approval by ANF
· Developing the DIMS according to these Terms of Reference and validated business requirements
· Performing internal testing based on scenarios agreed with ANF
· Delivering all activities in accordance with the approved implementation schedule
· Allocating sufficient technical and human resources to meet project requirements
· Executing necessary updates and enhancements during the maintenance period
· Complying with legal, contractual, and best practice obligations
· Assigning qualified experts to all phases of development and implementation
· Providing ANF with a list of key experts during the bidding phase, and the full team roster at contract initiation
· Collaborating closely with ANF to ensure effective implementation and regulatory compliance
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ANF’s DIMS system shall manage all laboratory operations related to pesticide residue analysis, plant protection product (PPP) quality control, and phytosanitary diagnostics (bacteriology, virology, mycology, nematology, entomology, molecular biology), enabling full traceability, regulatory compliance, and performance monitoring.
The system shall support the complete lifecycle of laboratory activities across both central and regional laboratories and deliver the following high-level capabilities:
· End-to-End Digital Workflow Management
Efficiently handles all lab processes, from sample registration and barcode creation to result validation, reporting, and regulatory submission.
· Automated Data Capture from Analytical Instruments
  Direct integration with instruments such as GC-MS, LC-MS/MS, Orbitrap, QTOF, and others, enabling import of results in Excel/CSV format and eliminating manual input errors.
· Standardization Across All Laboratory Units
Unified data structures, reference lists, validation workflows, and terminology aligned with ISO/IEC 17025:2017 and EFSA SSD2 guidelines.
· EFSA-Compliant Reporting
Native support for SSD2-based FLAT and WITH METHODS Excel tools, with automated XML file generation for EFSA’s Data Collection Framework (DCF).
· Auditability and Security
Full traceability of data entries and modifications via system-wide audit logs, with electronic signature support and role-based access control.
· Client Communication and Transparency
A web-based client portal enabling external stakeholders (e.g., inspectors, private entities) to submit test requests, track progress, and download reports securely.

ANF’s DIMS is expected to include, but not be limited to, the following modules arranged in a logical workflow sequence:

Table 3 – Expected DIMS modules
The future DIMS shall include, as needed and without being limited to, the following IT components detailed below:
	Module
	Description

	System Administration and Configuration Module
	Manages users, access roles, nomenclatures, laboratory parameters, and configurations. Supports integration with identity providers (e.g., Azure B2C) for secure authentication and centralized access control.

	Laboratory Personnel Management Module
	Manages laboratory staff records, including roles, qualifications, certifications, and training history. Supports validation for ISO accreditation.

	Laboratory Equipment Management Module
	Tracks equipment inventory, schedules calibrations and verifications, and records maintenance events to ensure reliability and compliance.

	Sample Lifecycle and Result Management Module with bulletin generation
	Enables the registration of test requests and generation of barcode labels. Links samples to protocols (PV), request forms, and unique sample IDs Handles determination assignment, analytical workflow tracking, and result input and validation for both chemical and biological laboratories.
Monitors reagent usage at the test level. Enables real-time inventory visibility and supports procurement planning.
Generates official analysis bulletins based on validated data, including residue levels, testing methodology, and regulatory interpretation

	Client Portal with Document Management and Ticketing

	Web portal for external users to submit requests, upload documents, monitor status, download results, and communicate with ANF through a structured ticketing interface. Supports role-based document access and versioning.

	EFSA Reporting Module
	Supports SSD2-compliant reporting using EFSA’s Excel tools (FLAT and WITH METHODS) and generates validated XML submissions to EFSA’s DCF platform.

	Reporting and Statistics Module
	Provides dashboards and custom queries for workload tracking, QA indicators, residue trends, non-compliance alerts, and resource usage. Supports PDF, Excel, and CSV exports.

	Audit and Compliance Monitoring Module
	Logs all system activity and data changes. Facilitates internal audits and ensures compliance with ISO/IEC 17025:2017 requirements.
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User access to the Laboratory Information Management System (DIMS) shall be controlled through a centralized Role-Based Access Control (RBAC) framework. This framework shall assign permissions to system modules—such as sample registration, analytical data entry, validation, reporting, and quality control—based on each user’s role and operational responsibilities
Each user role will include specific permissions (read, write, validate, approve) and may be restricted to one or more specific laboratories, depending on the organizational structure and functional assignment. This ensures that users access only the data, instruments, and workflows that fall under their scope of work, maintaining data integrity and confidentiality across ANF's laboratory network.
Table 4 – Expected User Roles

	No.
	Abbr.
	Role in DIMS
	Description

	1
	SA
	System Administrator
	Manages user accounts, assigns roles, configures system parameters (e.g., nomenclatures, lab settings), and oversees security, audit logs, and system integrity. May configure modules, integrations, and role-based permissions.

	2
	LT
	Laboratory Technician
	Registers samples, logs extractions, imports instrument results (e.g., Excel/CSV), and manages internal lab worklists. Works within a specific laboratory workflow (Residue, Diagnosis, Chemistry, etc.).

	3
	QA
	Quality Assurance Officer
	Reviews and validates test results, ensures adherence to ISO/IEC 17025:2017 and QA procedures, manages corrective actions, and participates in internal audits.

	4
	RM
	Reporting Manager
	Oversees generation of analysis bulletins and official reports. Validates final outputs for completeness and regulatory compliance. May also manage reporting schedules and sign-offs.

	5
	DIR
	Laboratory Manager
	Supervises operations in a designated laboratory. Approves results, resolves escalated non-conformities, and monitors performance, workload, and resource allocation.

	6
	EXT
	External Requester
	External user (e.g., private client, inspector) – may authenticate via ROeID. Submits requests, uploads documents, tracks request status, downloads bulletins, and uses ticketing interface via the Client Portal.

	7
	REP
	EFSA Data Reporter
	Assigned to Residue Labs. Prepares SSD2-compliant data using EFSA Excel tools (FLAT / WITH METHODS), validates entries, imports analytical data, and generates XML submissions.

	8
	QREV
	EFSA Quality Reviewer
	Performs regulatory and QA review of EFSA data before final XML submission. Confirms compliance with SSD2 rules and MRL thresholds. Has sign-off privileges.

	9
	RA
	Reporting Analyst
	Designs and generates reports using the Reporting and Statistics Module. Accesses DIMS datasets, builds filters, schedules exports, and manages custom report templates.

	10
	CLM
	Client Liaison Manager
	Handles client-side communication and support tickets. Manages document sharing (e.g., bulletins, reanalysis notes) and supports clarification processes via the Client Portal.

	11
	FIN
	Financial Officer
	Manages invoicing and payment validation for private analysis requests. Confirms payment status in the system before sample processing can begin.

	12
	UT
	Unit Technician
	Specialist in Diagnosis Labs (e.g., Mycology, Nematology, Virology). Performs diagnostic workflows, completes unit-specific forms, and enters detection data for bulletin compilation.

	13
	REAG
	Reagent Manager
	Oversees reagent registration, preparation, verification, labeling, and usage tracking. Manages stock balances and expiry alerts across labs.

	14
	AUD
	Audit Officer
	Internal or external auditor with read-only access to logs, analysis reports, traceability records, and system actions. Supports internal reviews and accreditation checks.



Important Notes
· Laboratory-Specific Access: Each user account can be associated with one or more laboratories (e.g., Residue Lab Băneasa, Chemistry Lab Arad, Diagnosis Lab Brașov). The system must enforce access restrictions such that users cannot view or act on data belonging to laboratories outside their scope.
· Flexible Role Definition: The DIMS must support the creation of additional roles or sub-roles based on the evolving operational and technical structure of ANF laboratories.
· Configurable Permissions: Role-based permissions must be configurable per module, data field, or workflow step, allowing for granular control aligned with ANF procedures.
· Full Traceability: All user actions—data entry, modifications, validations, approvals—must be logged and traceable to support audit readiness and regulatory compliance.
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Purpose 
The System Administration and Configuration Module is a component of the DIMS that manages users, roles, configurations, and nomenclatures for the ANF laboratory network. It provides centralized access control and configuration management to facilitate secure, traceable, and policy-compliant operation of DIMS modules. This module also integrates with identity providers (such as Azure B2C) to enable federated authentication and user provisioning.
User Administration
To enable role-based security and operational flexibility across the DIMS, system administrators should be able to define and manage access roles aligned with functional responsibilities within the following DIMS modules:
· Laboratory Personnel Management Module
· Sample, Test, and Result Management Module
· Instrument Integration Module
· Audit and Compliance Monitoring Module
· Reporting and Statistics Module
· EFSA Reporting Module, among others.
Each module shall expose a set of configurable permissions (e.g., view, create, update, delete) that can be assigned to roles. Roles must be adaptable to reflect changes in laboratory workflows, internal procedures, or regulatory requirements. System administrators can revise roles or create new ones to accommodate the introduction of new laboratories or updated testing procedures.
To ensure traceability and transparency:
· All role changes must be logged in the Audit and Compliance Monitoring Module, including timestamp, initiating user, and a description of the change.
 User Registration and Management
The module shall support a structured user registration process that enables:
· Creation of new user accounts
· Grouping of users by laboratory unit or technical function
· Assignment of predefined roles with scoped access
The system must integrate with ANF’s Identity Provider (IdP) for:
· Single sign-on (SSO)
· Centralized user provisioning and deactivation
· Synchronization of identity attributes
Key user attributes include:
· Assigned role
· Email address
· Laboratory or team affiliation (e.g., Residue Lab Băneasa, Regional Lab Arad)
· Organizational unit
· Supervisor
These attributes may be extended or synchronized from the IdP as needed. Role-based access must also extend to external users via the Client Portal with Document Management and Ticketing, enforcing segregation between internal and external permissions.
Integration with ROeID for External Sample Submitters
To facilitate secure and efficient access for external users—such as clients or partners submitting requests for sample analysis—the system shall integrate seamlessly with the ROeID digital identity platform. Upon accessing the Client Portal, external users will authenticate via ROeID, ensuring robust identity verification and compliance with national digital identity standards.
Once authenticated, ROeID will supply essential user attributes (e.g., name, email, organization, and affiliation) to the DIMS through standardized attribute synchronization. This shall enable automatic provisioning of tailored access rights and ensures all activities—such as document uploads, ticket submissions, and sample tracking—are accurately attributed and auditable.
Role-based segregation will be strictly enforced: external users will only have access to their own requests, results, and relevant documentation, with permissions isolated from internal laboratory operations
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Purpose
The Laboratory Personnel Management Module shall be responsible for maintaining structured records of all laboratory staff across ANF’s national and regional units. It ensures compliance with accreditation standards (e.g., ISO/IEC 17025:2017) by managing qualifications, role assignments, training histories, and certifications. This module supports traceability, validation of analyst competence, and audit readiness across all laboratory processes

Personnel Records and Role Tracking
The module shall allow authorized users (e.g., laboratory managers, quality officers) to maintain individual personnel profiles that include:
· Full name and contact information
· Assigned laboratory and technical unit (e.g., Residue Lab Băneasa, Entomology Unit Voluntari)
· Job title and functional role (e.g., analyst, reviewer, sample registrar)
· Employment status (active, suspended, archived)
Each staff member may be linked to one or more roles used across other DIMS modules.

Qualification and Certification Management
To support competence validation and audit requirements, the system shall:
· Record educational background and technical qualifications
· Track external certifications (e.g., GC-MS certification, proficiency tests passed)
· Set expiration dates for time-limited certifications and trigger renewal alerts
· Maintain scanned or uploaded evidence of diplomas, certificates, or participation in training programs
Training History and Skill Validation
The module shall record structured training activities for each user, including:
· Initial onboarding training
· Equipment-specific training (linked to the 3.1.4 - Laboratory Equipment Management Module)
· Participation in internal quality improvement sessions or corrective action briefings
· Results of internal competency evaluations
Training records must support periodic review and validation by quality managers and accreditation bodies.
ISO/IEC 17025:2017 Compliance Support
To maintain accreditation under ISO/IEC 17025:2017, ANF laboratories must demonstrate that laboratory personnel are competent, appropriately trained, supervised, and continuously evaluated for their ability to perform specific testing tasks. The Laboratory Personnel Management Module shall support this by systematically recording and validating staff qualifications, training, and supervision records. It shall also enable the export of structured reports for audit and accreditation purposes.
The table below outlines how the module supports compliance with relevant ISO/IEC 17025:2017 requirements:
Table 5 – ISO/IEC 17025:2017 requirements
	Requirement Area (ISO/IEC 17025:2017)
	DIMS Support Functionality

	Technical personnel competence
	Maintains records of qualifications, certifications, and assigned responsibilities per individual.

	Documentation of training and supervision
	Logs onboarding, method-specific, and refresher training. Records assigned supervisors for junior personnel.

	Ongoing demonstration of fitness to perform tasks
	Tracks periodic re-evaluations, certificate expiry dates, and retraining events. Sends alerts when updates are due.

	Export of audit-ready records
	Enables export of individual or bulk personnel files (PDF, Excel) for use in accreditation submissions or audits.

	Support for quality management reviews
	Provides structured views and reports to QA officers to assess overall staff readiness and identify gaps.
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Purpose
The Laboratory Equipment Management Module provides centralized tracking and oversight of all analytical instruments and auxiliary equipment used across ANF’s central and regional laboratories. Its purpose is to ensure continuous equipment availability, traceability of usage, and full compliance with quality and accreditation requirements, including ISO/IEC 17025:2017. The module supports calibration planning, maintenance logging, and historical traceability of all equipment-related activities.

Equipment Inventory and Classification
The module shall maintain a structured digital inventory of all laboratory equipment, with records including:
· Equipment type (e.g., GC-QQQ, LC-MS/MS, HPLC-UV)
· Unique asset ID and serial number
· Manufacturer, model, acquisition date, and location (e.g., Residue Lab Băneasa)
· Current operational status (active, under maintenance, decommissioned)
· Assigned laboratory or unit
Each equipment entry shall be linked to its associated tests and analysts (cross-referenced with the Laboratory Personnel Management Module).

Calibration and Verification Scheduling
The system shall support planning and tracking of periodic calibrations and verifications by:
· Defining calibration frequency per equipment type
· Recording last and next calibration dates
· Assigning responsible personnel
· Sending automated alerts for upcoming or overdue calibrations
Calibration events shall be logged with attached documentation (e.g., calibration certificate, checklists), ensuring traceability for audit purposes.

Maintenance History and Issue Logging
The module shall allow authorized users to:
· Record preventive and corrective maintenance events
· Log equipment malfunctions and corrective actions taken
· Track service provider details and intervention reports
· Mark temporary downtimes and reactivation dates
All maintenance logs shall be accessible historically and linked to the affected equipment record, supporting both quality assurance and operational decision-making.

Equipment Qualification and ISO Compliance
For compliance with ISO/IEC 17025:2017, the module shall:
· Document the qualification status of each equipment (e.g., IQ/OQ/PQ where applicable)
· Maintain calibration and maintenance records in a format suitable for inclusion in audit documentation
· Enable export of equipment logs and service history for each instrument
· Flag instruments that cannot be used for accredited testing due to pending qualification or calibration issues

Integration with Other Modules 
The Laboratory Equipment Management Module shall be interoperable with other core DIMS components to ensure operational traceability and validation:
· Sample, Test, and Result Management Module – Each analytical test must be associated with the specific instrument used. Analysts shall select the instrument during data entry or it shall be auto-assigned based on the data import source. Test records shall reference the equipment ID and calibration status at the time of analysis.
· Instrument Integration Module – Imported result files (e.g., Excel/CSV) must be mapped to registered instruments in the DIMS. Each import action logs the source equipment, analyst, and timestamp.
· Audit and Compliance Monitoring Module – All equipment-related interactions (use in tests, maintenance logs, calibration edits) shall be recorded in the audit trail.
· Reporting and Statistics Module – Utilization metrics, downtime summaries, and instrument performance indicators shall be available for reporting and QA reviews.
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Purpose
The Sample Lifecycle and Result Management Module manages the complete lifecycle of laboratory samples across all ANF units, from registration and barcode labeling to test assignment, result entry, and validation. It ensures traceability of every sample, including its associated documentation, analytical history, and reagent consumption. The module also supports integration with barcode scanners, analytical instruments, and the reagent ledger, enabling full data traceability and auditability in compliance with ISO/IEC 17025:2017.

Local forms and Nomenclature management
Each laboratory unit under ANF operates under its own set of standard operating procedures (SOPs), technical forms, and validation rules. To ensure regulatory alignment, operational flexibility, and audit readiness, the DIMS must provide full support for decentralized form and nomenclature management at the level of each laboratory. This includes the ability to configure and maintain parameterized digital forms, nomenclature catalogs, and workflow logic independently per laboratory type.

1. Localized Form Management
Each laboratory type (Residue, Chemistry, Diagnosis) uses specific SOPs that define mandatory forms.
The system must support configurable digital templates for these forms that are:
· Parameterized (typed fields, dropdowns, formulas, conditional logic)
· Version-controlled and traceable
· Editable by authorized personnel (e.g., lab admins, QA officers)
· Enforced through the Workflow Configuration Submodules

2. Lab-Specific Nomenclatures and Validation Rules
Laboratory units use domain-specific controlled terminologies, such as:
· Active substances, formulation codes, and % AI (Chemistry)
· Pest/pathogen names, EPPO codes, and host plants (Diagnosis)
· Substance–matrix pairings and MRL references (Residue)
The DIMS shall allow each lab to define, update, and validate its own nomenclature catalogs, with support for:
· Dropdown value lists
· Validation rules
· Linkage to external systems (e.g., PESTEXPERT, EU Pesticide Database)

 3. Persistent Link to Procedures
All parameterized forms must reference their official SOP and procedure annex.
The system must:
· Ensure that each form is tied to the correct procedural version
· Prevent use of deprecated form templates
· Allow lab users to consult procedure versions directly from within the form interface

Refer to the following subsections for implementation details and use cases related to form configuration, nomenclature usage, and integration into analytical workflows:
· Laboratory-Specific Procedures and Form Integration – for how SOP-based forms are digitized and integrated into test workflows;
· Structured Data Entry and Parameterization – for how forms use parameter fields, dropdowns, and validation rules
· Laboratory Specific Rules and Data Source Integrations – for how lab-specific nomenclatures are linked to external systems such as PESTEXPERT or the EU Pesticide Database;
· Reagent Usage and Tracking - Laboratory-Specific Procedures and Form Integration – for how reagent-related forms (e.g., PO-RP 2, PO CH 9, PO DG 2) are configured per laboratory;
· Structured Data Entry and Interconnection – for how nomenclature parameters are extracted from forms and interconnected across workflows.

Sample Registration and Barcode Labeling
The module shall support the structured registration of all sample types (official, private, surveillance) and the generation of a unique sample code. For each registered sample, the system should allow input of the following :
· Sample type (e.g., PPP product,  fruit, vegetable, soil, reference standard)
· Collection source (official monitoring, private request, other sources)
· Linked protocol (Proces-Verbal) or request form
· Date and location of collection
· Product type and variety
· Requesting entity (e.g., regional phytosanitary office, external client)
· Laboratory to which the sample is assigned
· Sample condition, quantity, and preservation instructions
A barcode label shall be generated at registration and printed for physical labeling. This barcode will be used throughout the lifecycle for tracking and quick retrieval.

Sample Tracking and Status Management
The system shall record the physical and digital status of each sample throughout its lifecycle:
· Received
· Logged in reception register
· Pending extraction
· In analysis
· Awaiting QA review
· Report generated
· Archived / Disposed
Each transition should be timestamped and attributed to the responsible staff member. Movement between sample rooms, extraction rooms, instruments, and QA review steps shall be logged.
Optional tracking fields may include:
· Storage location (e.g., cold room, archive cabinet)
· Chain of custody (handover history)
· Destruction record (if required)

Determination Assignment and Test Planning
Purpose
This submodule ensures that each sample is assigned the correct determinations, linked to valid methods, equipment, analysts, and test conditions — in full alignment with institutional workflows and accreditation requirements.

Core Features
· The system shall allow authorized users (e.g., laboratory coordinators or heads of technical units) to:
· Assign one or more determinations (e.g., specific active substances or pathogens)
· Select or link the analytical method (RENAR-accredited or internally validated)
· Associate each determination with a designated analyst
· Optionally assign the instrument expected to be used
· Specify priority levels (urgent/normal), deadlines, and sampling source (e.g., Monitoring Program, border control, private client)
· The system shall support:
· Worklist generation and test planning dashboards
· Filtering by sample type, product, lab section, analyst, or method
· Monitoring of sample status and pending determinations
· For complex workflows (e.g., pathogen confirmation in the Diagnosis Lab), the system must allow sequential allocation of the same sample to multiple technical units (e.g., Entomology → Molecular Biology).
· All determinations must be traceable to the initial request (e.g., protocol/PV or analysis request form) and sample ID.
The system should support worklist generation, test scheduling, and filtering by product, lab section, or technique.
Analysis workflow, Validation and Bulletin generation
Purpose
This submodule governs the end-to-end workflow of analytical result registration, validation, and reporting across all laboratory units. It ensures that each test performed in the ANF network is accurately documented, reviewed, and traceable from the initial form-based procedure to the final analysis report. The system shall fully digitize laboratory-specific procedures and associated technical forms, allowing structured data input, workflow enforcement, and integration with result reporting modules.
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Each laboratory method is governed by a standard operating procedure that includes predefined technical forms to be completed at key stages in the analytical workflow. These forms are mandatory and differ by laboratory type and test methodology. For example:
· Diagnosis Laboratories (e.g., Bacteriology) follow procedure PO BA 1 – Reception, Sampling, and Result Processing, with forms:
· F1 PO BA 1 – Sample Registration Log
· F2 PO BA 1 – Technical Sheet for Reception, Sampling, and Result Recording
· F3 PO BA 1 – Extraction Verification Sheet
These forms capture procedural steps including sample reception, pre-treatment, extraction, detection, and interpretation. Each shall be digitized and linked to method-specific workflows in DIMS.
Other laboratories (e.g., Chemistry, Residue) shall integrate similar procedural form sets, to be defined under their corresponding SOPs.
All forms must:
· Be stored as configurable digital templates
· Be version-controlled and traceable
· Reflect the form structure approved under official SOPs
· Allow administrators to revise field structures without code-level changes
Currently, the procedures and their corresponding forms are documented in the annexes to the current ToR. Refer to:
Annex PO – Methods and Forms -  Chemistry LAB 
Annex PO – Methods and Forms  – Residue Laboratory
Annex PO – Methods and Forms Diagnosis LAB
Important note : 
While these procedures and their associated forms are currently established at ANF, it is imperative that, during the analysis phase, both be thoroughly reviewed and updated to mirror current operational needs. This process will require a comprehensive analysis of all procedural steps and the careful examination of each parameter utilized within the forms. The goal is for parameters to be seamlessly interlinked, so that the progression from sample intake through each procedural milestone is explicitly mapped, culminating in the final result (the analysis bulletin). Each step and its associated form field should be logically sequenced, ensuring traceability and operational clarity, and allowing for step-by-step yield of outcomes in precise alignment with the standard procedure.
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Structured Data Entry and Parameterization
All result data shall be entered into structured digital forms, ensuring consistent capture of critical parameters and enabling automation. The system shall not permit result reporting through free-text documents or unstructured uploads.
Each form template shall:
· Reflect the field layout from the corresponding SOP (e.g., “Date of Extraction”, “Detection Method”, “Result Interpretation”)
· Include configurable parameters (e.g., result value, LOD/LOQ, analyst ID, instrument)
· Retain unit definitions, validation rules, and data types
· Support dynamic dropdowns, pre-filling from other modules (e.g., instrument integration), and validation status tracking
When a form is completed:
· Each parameter is stored in the DIMS database
· Data becomes linkable to the corresponding analysis, sample, and method
· Parameters become part of the validation and reporting flow
Important note
· Multiple specialists may edit the same technical form simultaneously, with audit trails for each action. The forms are comprised in the lab procedures, which include workflow and form template
· Analysis reports (raport de analiză) are generated only when explicitly required by the laboratory’s internal procedures.
· In workflows where no report is defined (e.g., some diagnostic tests), the bulletin of analysis is generated directly from the forms which have been collectively filled out by the lab specialists

Analysis Report Generation (for Methods Requiring Analysis XLS Report)
Purpose
This submodule covers the generation of Analysis Reports in Excel format (raport de analiză) for those laboratory methods and procedures that explicitly require it. These reports are typically used in Chemistry and Residue laboratories and serve as the formal consolidation of test data before bulletin generation.
Each report is based on internal SOPs and method-specific Excel templates, often integrating instrument-generated data, standard calculations, and regulatory thresholds. The system must support data import from analytical instruments and ensure traceability from raw input to final result.
Key Functionalities
· Applicable only for methods where the generation of an Excel analysis report is explicitly defined in the laboratory procedure.
· Reports are created by analysts using predefined Excel templates that include:
· Formulas for converting raw values into reportable units (e.g., mg/kg, % AI)
· Detection limits (LOD/LOQ), recovery factors, and uncertainty margins
· Internal references (e.g., calibration curve IDs)
· These files are attached to the corresponding sample entry and become the primary data source for the final bulletin.

Instrument Integration Workflow
The system shall support the following steps:
	Step
	Details

	1) Instrument Operation (Outside DIMS)
	      Analysts use native instrument software to acquire raw data: Retention time, Peak area or height, Signal intensity, Concentration readouts

	2) Export results to Excel Template
	       Data transferred manually or via export to method-specific Excel template; Excel file provides data for Analysis Report xls sheet, automating calculations: Dilution factors, Calibration curves, Final concentration computations, Comparison with reference limits (FAO for Chemistry; MRL for Residues)

	3) Uploading to DIMS
	       Excel file uploaded to DIMS manually through sample’s interface or automatically via desktop client (folder-monitoring agent)  which detects and imports matching XLS files based on sample ID or filename convention, links to analysis report as required by procedure

	4) Data Extraction, Calculation and Report Analysis generation
	        DIMS parses uploaded Excel file using predefined mapping template; Extracts key parameters and performs calculations on Analysis report xls sheet, such as :  Final result value, Instrument used, Analyst name, Measurement date, Out-of-spec flag or uncertainty status; Associates data with correct sample ID, method, test session; Stores Analysis Report xls file as immutable attachment for audit trail



The diagram below illustrates the process involved in generating an analysis report (when this step is part of the procedure). We have chosen a sample procedure involving the filling out of three forms, and the final step – completing the analysis report, before generating the bulletin.
Fig 2. – Analysis report and bulletin generation
[image: A diagram of a data analysis report

AI-generated content may be incorrect.]

[bookmark: _Laboratory_Specific_Rules]Laboratory Specific Rules and Data Source Integrations
Within the ANF laboratory network, each laboratory type (Chemistry, Residue, Diagnosis) operates under its own set of procedures, workflows, and data requirements. These workflows include both internal activities and the incorporation of data from external reference systems (e.g., PESTEXPERT, EU Pesticide Database, EPPO).
To ensure the DIMS is fully aligned with real operational needs, the system must support:
· The configuration of laboratory-specific workflows (as described in annexes, according to existing procedures)
· The definition of local forms, nomenclatures, and validation rules
· The integration with external data sources, where applicable
📎 The detailed workflow and procedural logic for each laboratory type are documented in the following annexes:
· Annex A1 – Chemistry Laboratory Workflow
· Annex A2 – Residue Laboratory Workflow
· Annex A3 – Diagnosis Laboratory Workflow

To ensure accurate, traceable, and up-to-date terminology across laboratories, the DIMS shall support integration with external reference sources through configurable and maintainable adapters.
Supported integration operations shall include:
· Initial import of reference data sets (such as pest lists, substance names, and MRL thresholds)
· Incremental synchronization, either manual or scheduled
· Extension or updating of existing local nomenclatures
· Population of dropdown menus and autocomplete functions within form fields
Chemistry Laboratories – External Data Integrations
LLCP (Chemistry labs)  perform analytical testing on Plant Protection Products (PPP) and must integrate with the following external sources:
· PESTEXPERT (ANF internal system)
· Product names and codes
· Formulation types
· Active substances and declared concentrations (% AI)
These are required to:
· Calculate FAO conformity based on product formulation
· Validate analysis requests (e.g., sample contains declared AI)
· Prepopulate dropdowns and forms with standardized product metadata

Form configuration:
· Forms such as sample reception sheets, analytical result sheets, and FAO conformity sheets will be defined within this module at laboratory level
· Thresholds, units, and calculation logic are configurable per method

Residue Laboratories – External Data Integrations
Residue laboratories perform multiresidue pesticide testing and report results to national and EU authorities. Integrations source should include:
· EU Pesticides Database (public source) for fetching : 
· Maximum Residue Limits (MRLs)
· Substance-commodity matching tables
· Regulation metadata (e.g., Annex I references)
Required for:
· Automatic compliance check (result vs. MRL)
· Dynamic population of reference values in Excel templates
· Preprocessing EFSA XML reporting datasets (SSD2)

Form configuration:
· Excel templates for GC-MS and LC-MS/MS workflows will be defined per method
· Metadata such as matrix code, substance, analyst, and result value will be mapped into DIMS using laboratory-defined rules

Diagnosis Laboratories – External Data Integrations
Diagnosis laboratories handle plant pest and disease testing across multiple technical units. The following external systems must be integrated:
· PESTEXPERT:
· Latin names of host plants (taxonomy)
· EPPO codes for pests and pathogens
· Controlled terminology for request registration and bulletin generation
These integrations are used to:
· Standardize analysis requests and reporting
· Populate dropdown fields (e.g., organism detected, host plant)
· Ensure compatibility with regulatory requirements for quarantine organisms
Form configuration:
· Each unit (e.g., Bacteriology, Virology) will define specific forms for recording test results
· No central analysis report is generated; results are aggregated into a single bulletin based on the request code (cod cerere)
Common Functionality Across Laboratories
Each laboratory defines its own forms, templates, and nomenclatures within this module :
· Form fields are configurable (e.g., numeric, dropdown, formula-based)
· Validation rules are set at the laboratory level
· Form versions are tracked for audit and procedural updates
External system integration is designed to be modular and scalable:
· Integration adapters will query or import reference data from external systems
· Mapping logic will be configurable per laboratory and method
· Users will be able to update code lists (e.g., substances, products, EPPO codes) periodically or automatically
The specific integration mechanisms—such as API connections, secure file imports (CSV/XML), or database access—will be defined during the analysis phase of the implementation. The system architecture shall allow for modular integration adapters, tailored per external source and laboratory type. All updates must preserve auditability and version tracking

Analysis Bulletin Generation

Purpose
This submodule manages the creation of the Analysis Bulletin (Buletin de analiză), the official document certifying laboratory results from ANF units. The bulletin compiles all test data, metadata, and validation steps, becoming legally and operationally binding once issued.
Key Functionalities
· The bulletin is generated only after all required steps and procedural forms are completed, based on the specific workflow defined for each laboratory and method.
· The bulletin:
· Consolidates results from one or more analytical determinations
· May combine outcomes from multiple technical units (especially in diagnosis labs)
· Is directly linked to a unique Request Code (cod cerere)
· Triggers the locking of all related data (no further edits allowed)

Laboratory-Specific Rules
· Residue and Chemistry Laboratories:
· Bulletins are based on validated values extracted from the Analysis Report Excel file or directly from the data entry forms if no report is defined.
· Each bulletin includes:
· Sample metadata (type, source, matrix)
· Test method(s) used
· Final result values and compliance status (e.g., MRL or FAO conformity)
· Instrument used, analyst name, test date
· The system must reference any attached reports (e.g., XLS files) and version-lock them upon bulletin generation.
· Diagnosis Laboratories:
· No centralized analysis report is used.
· The bulletin is composed by aggregating the results submitted by each technical unit (e.g., Virology, Mycology).
· The system supports parallel data entry across units and centralization at the moment of bulletin generation.
· Each test result (Detected / Not Detected) is attached to the bulletin under a unified structure.
· The bulletin reflects all relevant organisms tested and their diagnostic outcomes.
Bulletin Validation and Issuance
· The system shall ensure that:
· All required fields are completed
· All relevant forms or attachments are present
· The responsible staff (e.g., laboratory head) is identified for digital signature or approval
· Upon generation:
· The bulletin receives a unique ID and issue date
· The record is locked and marked as finalized
· A PDF or printed version can be produced for client communication or archiving
 Once the bulletin is finalized and validated, it can be securely shared with the client through the Client Portal with Document Management and Ticketing (as described in Section 3.2.6), granting them access to all relevant documents, including version history. The ticketing module allows for direct communication regarding the bulletin, including the management of clarification requests, reanalysis inquiries, or the reporting of discrepancies, with full traceability of all interactions. 

Traceability and Auditability
· Each bulletin must be:
· Digitally linked to the sample, request, test methods, and instruments
· Version-controlled and stored in the system
· Auditable, with access and signature logs retained
· The system must allow for:
· Re-generation (with reason logging) in case of authorized reissuance
· Export of bulletins for integration with external reporting systems or portals

Analysis Result Workflow Configuration Submodule
Purpose
This submodule governs the configuration of test-specific analytical workflows across all ANF laboratories. It enables each laboratory unit to define, maintain, and enforce its own result registration process, based on internally approved procedures and technical forms. Since these procedures differ between laboratory types (Residue, Diagnostic, Chemistry) and are periodically revised, this submodule ensures DIMS flexibility without requiring code changes.
Unlike other modules, no intermediate validation logic is enforced — analytical results remain editable and preliminary until the bulletin of analysis is generated. The bulletin generation step represents the final validation and locking point in the process.

Key Requirements
The system shall allow laboratory administrators to define:
· The sequence of required forms per test and method (e.g., F1 → F2 → F3)
· Which forms are mandatory, optional, or conditional depending on:
· Laboratory type
· Type of organism/substance tested
· Nature of the matrix (e.g., tubers, seeds, water, plant tissues)
· Role-based responsibilities for each step (e.g., reception officer, technician, analyst, bulletin editor)
· Rules that block bulletin generation unless all required forms are completed
· Business rules based on form content, e.g.:
· “If matrix = tuberculi cartof, F3 (extraction verification) is mandatory”
· “If organism = quarantine-listed, notify responsible officer upon completion of F2”
Workflow configurations shall be:
· Defined independently for each laboratory type and method group
· Version-controlled and fully traceable
· Editable via administrative interface by authorized users (e.g., QA lead, lab administrator)
Sample Use Cases

Diagnosis Laboratory (Bacteriology, e.g. PO BA 1)
· F1 PO BA 1 – Sample registration log
· F2 PO BA 1 – Technical sheet for reception, processing and result recording
· F3 PO BA 1 – Extraction verification (mandatory only for potato tubers)
Workflow configuration:
· Sequence: F1 → F2 (always), F3 (if crop = tuber)
· No blocking until bulletin generation
· Bulletin editor can only proceed if required forms are present and marked “Complete”
· Results remain editable by analysts until the bulletin is confirmed and finalized

Residue Laboratory
· Each analysis uses a method-specific Excel form (e.g. pesticide screening via LC-MS/MS or GC-QQQ)
· Workflow may include:
· Sample reception form (e.g., register or EFSA entry)
· Result import from instrument
· Manual completion of method-specific data fields (e.g., analyst, instrument, date)
· Workflow configuration ensures:
· Required fields are completed before bulletin generation
· Computed fields from Excel (e.g., concentration vs. MRL) are preserved but editable before locking
Chemistry Laboratory
· Analytical procedure linked to specific form sets (e.g. PPP analysis)
· Each form must include sample metadata, test method, analyst identity, and results
· Form F2 or equivalent must be marked as “Complete” before the bulletin can be created
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Reagent Usage and Tracking (Integrated)
Purpose
This submodule manages the full traceability of reagents, standard solutions, and chromatographic materials across all laboratory units under ANF. The system shall replicate and digitize internal procedures and official forms specific to each laboratory type (Residue, Diagnosis, Chemistry), while allowing lab-specific customization, traceability, and interlinking of reagent lifecycle data (e.g., from acquisition to usage, expiry, and disposal).

Key Requirements
Automated Reagent Reception Based on Accounting Export
The DIMS shall support the automatic allocation of reagents to the appropriate laboratory units based on a standardized PDF export file generated by the existing accounting software. This file contains detailed records of reagent deliveries, including unique laboratory codes that indicate the designated recipient unit within the ANF laboratory network.
Users with appropriate permissions shall be able to upload the PDF into the DIMS interface. Upon upload, the system shall:
· Parse the contents of the PDF;
· Identify and extract reagent entries;
· Automatically assign each reagent to the appropriate laboratory based on the embedded laboratory code;
· Trigger a notification for the receiving laboratory unit.
Once the reagents are assigned to the laboratory, the technical staff shall complete the internal registration process, including lot coding and the initiation of internal reagent management procedures.
This integration is expected to replace the current manual distribution process, improving traceability and reducing administrative workload.
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Laboratory-Specific Procedures and Form Integration
Each laboratory unit follows distinct internal operating procedures for reagent tracking and preparation:
· Residue Laboratories follow procedure PO-RP 2 – Preparation, Identification, and Storage of Standard Solutions, with required forms:
· F1 PO-RP 2 – Reagent Tracking Sheet
· F2 PO-RP 2 – Standard Substance Register
· F3 PO-RP 2 – Weighing Sheet for Stock Solutions
· F4 PO-RP 2 – Standard Solution Label Generator
· F5 PO-RP 2 – Intermediate Solution Preparation Log
· F6 PO-RP 2 – Calibration Solution Verification Form

· Diagnosis Laboratories follow procedure PO DG 2 – Reagents, Culture Media, and Solutions, with forms:
· F1–F5 PO DG 2 (Reagent coding, registration, solution prep, etc.)
· Chemistry and Quality Control Laboratories follow PO CH 9 – Reagents and Reference Materials, with forms:
· F1–F9 PO CH 9 (stock, MR, chromatographic columns, usage logs)
All forms shall be digitized in DIMS, and their fields designated to allow for procedural updates without requiring code modifications. These procedures and forms are listed as annexes to the Terms of Reference (ToR) to maintain alignment with implementation.
Refer to : 
Annex Reagents 1: PO-RP 2 – Preparation, Identification, and Storage of Standard Solutions (Residue Laboratory)

Annex Reagents 2: PO DG 2 – Reagents and Culture Media (Diagnosis Laboratories)

Annex Reagents 3: PO CH 9 – Reagents and Reference Materials (Chemistry Labs)
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All reagent-related data in DIMS should be structured and interlinked across lifecycle stages, reflecting both procedural logic and traceability requirements. The system shall not rely on unstructured free-text forms but instead use parameterized templates for each form type (e.g., F2, F3, F6), ensuring consistency and enabling downstream automation.
Each form template shall:
· Be based on the official form structure defined in the corresponding laboratory SOP (e.g., PO-RP 2, PO CH 9)
· Contain a set of configurable parameters (e.g., reagent name, concentration, batch ID, expiry date, storage temperature)
· Allow administrators to update field definitions as procedures evolve
· Be version-controlled for audit and traceability purposes
When a user completes a reagent form:
· The system shall extract and save each field value (parameter) into the structured DIMS database
· These parameters become accessible for interconnection with other forms and workflows
· Each parameter retains its data type, unit, and validation rules as configured in the template

Example – Standard Substance Workflow (Residue Laboratory)
A standard substance entry in F2 PO-RP 2 shall be linked automatically to:
· The corresponding weighing record (F3), based on lot number and analyst
· The generated stock solution ID, created from F3 metadata
· The printed standard label (F4), auto-filled with parameters from F2/F3
· The associated intermediate solution batch (F5) and its usage log
· The calibration verification record (F6), including acceptance criteria and validity

Dynamic Form Configuration and Versioning
The system shall:
· Allow version-controlled templates for each form
· Support procedural updates (e.g., updated stability criteria from SANTE 11813/2017)
· Permit configuration of storage-specific rules (e.g., ≤–20°C for stock solutions, 3 or 5 years validity depending on solvent)
Stock and Quantity Management
Data from the digital forms shall be aggregated to compute:
· Total quantity in stock per reagent or solution
· Remaining usable quantity per lot
· Usage history by method, equipment, or analyst
· Expiry and discard logs (linked to disposal procedures)
The system must support visual flags and alert mechanisms to assist laboratory personnel and QA staff in proactively managing reagent and solution status. These indicators should appear prominently in inventory dashboards, preparation records, and consumption logs.

Key flags include:
· Approaching Expiry
The system should monitor the validity period of all reagents and prepared solutions based on the recorded preparation or reception date. Configurable thresholds (e.g., 30 or 60 days before expiry) shall trigger visual alerts such as:
· Yellow flag or warning icon next to the item
· Tooltip with remaining validity (e.g., “Expires in 25 days”)
· Filter to list all reagents/solutions nearing expiry
· Option to notify responsible users (e.g., reagent manager) via dashboard or email
· Solutions Requiring Verification
Certain types of standard or intermediate solutions must be periodically verified (e.g., calibration curve check or revalidation after prolonged storage).
The DIMS should support configuration which would:
· Tag such solutions with a "Verification Due" status
· Link to the latest verification form (e.g., F6 PO-RP 2 – Calibration Verification)
· Prevent usage in new test batches until verification is confirmed
· Notify responsible analysts or QA officers when verification is overdue or missing 
· Usage Inconsistencies (e.g., Negative Balances)

DIMS must automatically compute available quantities based on:
· Initial stock (e.g., from intake form or preparation sheet)
· Cumulative logged usage (e.g. for the Residue Lab, via consumption forms F9 PO CH 9 or PO-RP 2 links)
If recorded usage exceeds available stock DIMS should undertake the following actions:
· A red warning flag should appear on the affected lot
· A detailed log entry shall be created for QA review
· The system may require supervisor override or explanation field to allow further entries
Optionally, these inconsistencies may:
· Trigger suspension of reagent use until the issue is resolved
· Be recorded in the Audit and Compliance Monitoring Module as potential non-conformities

QA, Labeling, and Traceability
Each solution prepared shall:
· Be assigned a unique lot code (e.g., based on method/laboratory/date)
· Include autogenerated labels compliant with the corresponding label form (e.g. for the Residue Lab – form F4 PO-RP 2)
· Be linked to QA records (e.g., for the Residue LAB - verification curves from F6)
· Be stored with full metadata (temperature, solvent, user, instrument used)

Integration with Other Modules
· Sample Lifecycle and Result Management Module: for linking standard solutions to specific test sessions
· Audit and Compliance Monitoring Module: for logging all form completions and reagent actions
· Reporting and Statistics Module: for generating consumption reports, expiry logs, and usage forecasts per unit/method

Workflow Configuration Submodule
Purpose
This submodule is an integral part of the reagent usage and tracking process. It enables each laboratory unit within ANF to configure and maintain its own reagent and solution workflow, based on its current internal procedures and forms. The need for this submodule arises from the fact that such procedures and documents — including preparation protocols, verification steps, and traceability forms — are periodically revised and differ from one laboratory type to another.
The Workflow Configuration Submodule ensures that the DIMS remains flexible and aligned with evolving operational needs, without requiring software redevelopment.

Key Requirements
· The system should allow laboratory administrators to define:
· The sequence in which reagent-related digital forms must be completed (e.g., F2 → F3 → F6)
· Which forms are required, optional, or conditional depending on reagent type or laboratory
· Role-based access and responsibilities for each step (e.g., analyst, QA officer, supervisor)
· Conditions for form validation and automatic blocking of incomplete workflows
· Rule logic based on saved forms parameter values (e.g., “If solution concentration > 1 mg/mL, F6 verification becomes mandatory”; “If expiry date < 30 days, block use”)
· Workflow configurations shall be:
· Defined per laboratory type (e.g., Residue, Diagnostic, Chemistry)
· Version-controlled and auditable
· Editable by authorized users (e.g., System Administrator, QA Lead)
· Visual indicators and alerts shall support:
· Incomplete or pending workflow steps
· Incorrect order of data entry attempts
· Missing validations or form submissions

Supported Use Cases

For example:
· In the Residue Laboratory, the workflow defined by PO-RP 2 may require that:
· F2 (standard substance registration) precedes F3 (weighing)
· F6 (calibration verification) is mandatory before the solution can be used in tests
· In the Diagnostic Laboratory, workflows based on PO DG 2 may involve:
· Coding a reagent batch (F1)
· Preparing a buffer solution (F4)
· Registering the usage in the UT-specific sheet (F5)
· In the Chemistry Laboratory, PO CH 9 may define:
· Registration of stock in F1
· Assignment to method and usage entry via F9
Each of these workflows shall be modeled and enforced within the DIMS using this submodule.

Result Finalization and Locking
Once all required determinations for a sample are validated:
· The full dataset is marked as “Complete”
· It is automatically forwarded to the Reporting and Statistics Module
· The sample entry becomes read-only for historical access
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Purpose
This module provides a dedicated Client Portal that facilitates communication between external users (clients, partners, institutions) and the laboratory. It shall include secure access to analysis documents, request tracking, and a structured ticketing system for inquiries or clarifications. The portal should ensure transparency, traceability, and improved client experience throughout the laboratory workflow.

Key Functionalities:
1. Secure Client Access
· Clients shall access the portal via a secure web interface with individual login credentials.
· Access levels and permissions are defined per client (e.g., company, authority, individual) and managed by system administrators.
· Two-factor authentication (2FA) should be enabled as a security measure.
· DIMS should allow ROeID integration by linking the portal’s authentication system with the ROeID identity provider using secure protocols such as SAML or OAuth2.
2. Document Access and History
· Clients can:
· View the status of submitted requests (e.g., pending, in analysis, completed)
· Download official documents such as:
· Analysis Bulletins
· Rejection Notes (in case of ANF not having received the payment for the analysis, or for any other reasons)
· Invoices or payment confirmations (if applicable)
· Search documents by:
· Request code
· Date
· Sample type or product name
· All downloads and client views shall be logged for audit purposes.
For paid analysis requests, the system shall support the automatic generation of an invoice, which is sent to the client via email immediately after the request is registered. Payment must be manually confirmed by an authorized user (e.g., a financial officer) using a dedicated interface. Only after confirmation, the request status shall be updated from “Awaiting Payment” to “In Progress”, allowing the laboratory to proceed with sample processing.
As an optional enhancement, the DIMS Client Portal may include an integrated online payment feature providing a secure payment link within the client interface. This functionality shall enable clients to complete payments electronically through an authorized payment gateway, and automatically retrieve payment confirmation from the integrated service. Upon successful confirmation, the system shall automatically update the request status from “Awaiting Payment” to “In Progress”, notify the client and financial officer, and record the transaction in the Audit and Compliance Module for traceability and financial reporting. The implementation of this feature shall remain optional, subject to ANF’s decision during system configuration.

The standard status flow for analysis requests and bulletins may include:
· “Registered”
· “Awaiting Payment”
· “In Progress”
· “Analysis Completed”
· “Bulletin in Preparation”
· “Bulletin Available”
· “Bulletin Cancelled / Withdrawn”

DIMS Client Portal shall be integrated with the  ROeID authentication for portal users, ensuring secure electronic identification in line with national eID standards and GDPR requirements. This integration provides an added layer of security for clients accessing official analysis documents.

3. Ticketing and Communication System
· Clients can open support tickets related to:
· Clarifications on analysis results
· Discrepancies in data or documentation
· Requests for retesting or additional testing
· Questions about procedures, billing, or timelines
· Each ticket shall include:
· Subject, description, and category
· Reference to one or more sample codes or request IDs
· Optional attachments (e.g., supporting documents)
DIMS should assigns unique ticket number and allows threaded communication (with status updates: Open / In Progress / Resolved / Closed). Following unique ticket number assignement,  laboratory should be able to:
· Respond directly from the internal interface
· Escalate tickets internally (e.g., to technical units or QA)
· Attach files or refer to internal documents
4. Notifications and Updates
· The portal sends automatic notifications to clients via email or portal alerts for:
· New bulletin availability
· Ticket status changes or new responses
· System messages (e.g., planned maintenance, regulatory updates)

5. Administrative Controls
· Administrators can:
· Create and manage client accounts
· Assign access to specific organizations, requests, or documents
· Configure visibility rules (e.g., clients can only view bulletins for requests they submitted)
· Monitor ticket resolution metrics and generate statistics
Integration with Other Modules
· Analysis Bulletin Module: Bulletins generated in DIMS are automatically published to the client portal with appropriate access permissions.
· Sample Lifecycle Module: Status updates reflect the real-time progress of requests in the internal system.
· Audit and Compliance Module: Logs all client interactions, document downloads, and ticket messages.
Compliance and Security
· All communications and document exchanges via the portal are:
· Encrypted in transit and at rest
· Compliant with GDPR and national data protection laws
· Backed by access control and audit logs




[bookmark: _Toc207121902]3.2.7 EFSA Reporting Module

The EFSA Reporting Module is designed to streamline and standardize the preparation, validation, and submission of pesticide residue data from ANF laboratories to the European Food Safety Authority (EFSA), in accordance with the Data Collection Framework (DCF) and the Standard Sample Description 2 (SSD2) model. This module is primarily used by the Residue Laboratories (both central and regional), and ensures traceability, compliance, and data integrity throughout the reporting process.

Functional Scope
This module must provide full support for:
· Compiling annual monitoring data for EFSA pesticide residue reports.
· Generating XML files compliant with SSD2 standards.
· Validating data using EFSA-controlled terminology and structure.
· Managing submission files and reporting errors or inconsistencies before upload to EFSA's DCF portal.

Core Functional Requirements
The EFSA Reporting Module should:
· Import Analytical Data Automatically - import test results (including sample metadata, analytical methods, detected residues, concentrations) from DIMS databases, structured Excel files, or instrument outputs (xls files exported from the instruments’ analysis software).

· Map Fields to SSD2 Structure - Ensure all mandatory and relevant SSD2 fields are present and correctly mapped, based on EFSA’s specifications for SSD2 reporting.

· Support FLAT and WITH METHODS Tools

Allow data transformation compatible with both EFSA Excel tools:
· FLAT tool: Where sample, method, and result data are reported on a single row.
· WITH METHODS tool: Where sample metadata, analytical methods, and results are recorded in separate worksheets.
· Generate Unique Result Identifiers (resID) - Automatically generate resID values by concatenating sampID and paramCode, ensuring consistency across the dataset.
· Enable Validation Pre-checks - Integrate SSD2 catalogues and dropdown validations to support:
· Controlled vocabulary enforcement.
· Detection of missing mandatory fields.
· Validation of repeatable and compound fields (e.g., progLegalRef, exprResPerc.fatPerc).
· Create SSD2 XML Output - Implement functionality to export validated data to SSD2-compliant XML files, split automatically if exceeding EFSA’s 20,000-record limit.
· Manage Versioning and Logs - Track each XML file generated, including timestamp, responsible user, and validation status. Enable easy retrieval of prior versions.
· Enable Quality Assurance Review - Provide interface for senior reviewers to audit completeness, compliance with MRLs, and accuracy of compiled data before EFSA submission.

Integration and Workflow
· The module must interoperate with the Sample Lifecycle and Result Management Module to retrieve data generated through GC-MS, LC-MS/MS, or other instruments used for residue detection (xls files exported from the instruments’ software and the analysis report, where applicable)
· It must be accessible only to authorized personnel designated for EFSA reporting tasks.
· The module should allow filtering of datasets by year, sample type (e.g., fruit, vegetable, grain), source (official/private), and analysis method.

Output
The following outputs must be supported:
· XML files conforming to SSD2 and EFSA DCF submission standards.
· Internal summary tables and dashboards with:
· Number of samples processed.
· Residue exceedances vs. MRLs.
· Analytical method statistics.
· EFSA submission status logs.

Compliance
This module must comply with:
· EFSA’s Guidance on Data Exchange v2.0.
· EFSA Standard Sample Description v2.0.
· EFSA Reporting Tools Release 7.0 – March 2025 specifications.
For this module, DIMS should implement special user roles, within the Residue LAB, such as :
· Reporter – should enter and validate data
· Quality Reviewer - should review and signs off final data before XML generation.
Refer to Annex A4 - instructions and XLS - EFSA reporting fo the instructions for filling  out the EFSA report, and EFSA xls sheets.
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The Reporting and Statistics Module shall serve as a central component of the DIMS, enabling ANF to generate standardized, compliant, and insightful reports across all laboratory types and analytical domains. It must provide structured access to laboratory data—covering pesticide residue analysis, phytopathology and entomology diagnostics, and chemical analysis of plant protection products (PPPs)—to support internal decision-making, external regulatory submissions (e.g., to EFSA), and operational oversight.

Functional Scope
This module shall:
· Consolidate data from the DIMS (including analytical results, sample metadata, methods, and regulatory compliance flags).
· Support both predefined and customizable reports.
· Allow advanced filtering, grouping, and aggregation by user-defined parameters (e.g., date, laboratory, analyte, crop, geographic region).
· Enable visual exploration through pivot tables, dynamic dashboards, and charting tools.
· Facilitate automatic report scheduling and export in various formats (PDF, Excel, CSV, XML, GeoJSON).

Integration and Access
· The module shall integrate with all core DIMS modules, including the Sample Lifecycle and Result Management Module and the EFSA Reporting Module.
· Access to report types and filters shall be governed by role-based access control (RBAC), ensuring only authorized users (e.g., laboratory managers, QA officers, ANF central staff) can view or generate specific reports.

Reporting Capabilities
At a minimum, the Reporting Module shall support the following categories of reports:

Table 6 – Required reports categories
	No.
	Report Title
	Description
	Key Attributes
	Frequency

	1
	EFSA Annual Residue Report
	Aggregated report structured according to SSD2 and EFSA XML schema.
	Sample Type, Crop, Region, Detected Residues, MRL Compliance
	Annually

	2
	Laboratory Activity Summary
	Summary of all tests conducted by lab and method.
	Laboratory, Method, Test Count, Analyst
	Monthly / Quarterly

	3
	Compliance Summary
	List of all non-compliant samples with exceeded MRLs.
	Sample ID, Pesticide, Concentration, MRL, Result Status
	Weekly / Monthly

	4
	Quality Assurance Statistics
	Compilation of QA flags, reanalysis rates, and outliers.
	Lab, Method, Analyst, QA Status
	Monthly

	5
	Sample Throughput Report
	Tracks turnaround time per lab and analysis type.
	Sample ID, Lab, Start Date, Completion Date, TAT
	Weekly / Monthly

	6
	Reagent Usage Report
	Aggregated data on reagent usage per lab.
	Lab, Reagent, Quantity, Usage Period
	Monthly

	7
	Instrument Performance Report
	Summarizes calibration status, errors, and availability.
	Instrument ID, Status, Downtime, Calibration Log
	Monthly / Quarterly

	8
	Sample Origin Summary
	Categorization of samples by source and type.
	Sample Source, Type, Laboratory, Quantity
	Monthly

	9
	Diagnostic Trends Report
	Tracks pathogen/pest detections across time and space.
	Pathogen/Pest, Region, Host Plant, Positive Samples
	Quarterly

	10
	Report on Requests from Private Clients
	Summary of analyses performed for non-government entities.
	Client Type, Crop, Method, Result Status, Billing
	Monthly / Quarterly



ANF may require the Consultant to define and implement up to 20 additional reports during the implementation and operational phases.

Key Features
1. Role-Based Access Control
Report access and generation capabilities shall be strictly managed based on user roles (e.g., analysts, QA staff, central management).
2. Interactive Dashboards
The module shall provide dynamic visualizations (bar charts, line graphs, pie charts, and maps) for exploring trends, QA metrics, and workload distribution.
3. Custom Report Builder
Users shall be able to design their own reports using a visual interface:
· Drag-and-drop field selection from available datasets.
· Logical filters using operators such as AND, OR, XOR.
· Grouping by date, region, analyte, lab, or analyst.
· Saving templates for recurring reports.
4. Export Formats
Reports must support export to:
· PDF and Excel (for structured tabular reports)
· CSV (for raw data exports)
· XML (e.g., EFSA SSD2 exports)
· GeoJSON (for geospatial reporting, if applicable)
5. Scheduled Reporting
The system must allow automatic generation and distribution of reports at predefined intervals (daily, weekly, monthly).
6. Audit and Logging
Every report execution and export action must be logged, including the user ID, timestamp, and report parameters, supporting audit and compliance needs.

Implementation Requirements
· Reports must reflect data integrity and validation status as per DIMS rules.
· They must comply with ANF’s internal procedures and applicable EU legislation.
· The module must allow both centralized and decentralized (laboratory-level) report generation.
· All data used in reports must originate directly from the DIMS database, avoiding manual data entry to preserve traceability.
· Templates and configuration parameters should be reusable and transferable across labs.
Reports related to EFSA compliance must fully align with the latest EFSA Reporting Tool specifications, as provided by ANF, at the time of implementation.
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Purpose
The Audit and Compliance Monitoring Module shall ensure accountability, transparency, and regulatory compliance across the entire ANF laboratory network. It shall track user actions, monitor laboratory system activity, and safeguard data integrity to support operational workflows, legal requirements, and external audits (e.g., EFSA submissions, ISO/IEC 17025:2017, and national controls).
Core Features
1. Audit Trail
The Audit Trail shall serve as the primary mechanism for ensuring traceability and accountability in the DIMS. It shall capture all significant actions performed within the system and allow authorized users (e.g., System Administrators, QA Officers, Audit Officers) to search and filter logs by user, timestamp, action type, laboratory, and affected data element.
2. Audit Trail for Key Modules
Each module integrated into the DIMS shall produce audit logs according to a unified schema. This ensures consistent auditing across laboratory types and domains. The following table outlines the standard audit attributes:
Table 7 – Audit Attributes
	Attribute
	Description

	Unique ID
	Identifies each recorded action uniquely.

	Timestamp
	Logs the exact date and time of the action.

	User Role & ID
	Identifies the user and their assigned role within the system.

	Action Type
	Specifies the nature of the operation (e.g., Create, Update, Delete, View).

	Affected Module
	Indicates the DIMS module involved (e.g., Sample Management, Reporting).

	Affected Entity/Record
	Specifies the exact record affected (e.g., sample, analysis result, report).

	Change Summary
	Summarizes what was modified (including old and new values, if applicable).

	Laboratory/Location
	Identifies the source laboratory (e.g., Băneasa Residue Lab, Brașov).

	IP Address
	Captures the IP address from which the action originated.



This schema should be implemented across the following DIMS modules:
· Sample Lifecycle and Result Management Module
· Quality Assurance and Bulletin Drafting Module
· Reporting Module
· Reagent Management (integrated in Sample Lifecycle Module)
· System Administration and Configuration Module
· EFSA Reporting Module
· Client Portal with Document Management and Ticketing
3. Configurable Alerts
The system shall support real-time, configurable alerts for critical events that may affect data integrity, security, or compliance.
Alert Triggers may include:
· Failed login attempts or unauthorized access
· Modification of validated results or locked bulletins
· Overdue EFSA or national reporting deadlines
· Conflict or absence of required SSD2 fields
Administrators shall be able to configure:
· Trigger thresholds and rule logic
· Notification channels (e.g., dashboard alerts, email)
· Escalation flows
· Target recipients based on user roles (e.g., Lab Manager, QA Lead, Compliance Officer)
4. User Activity Reports
The system shall generate structured reports detailing user activity across all DIMS modules to support internal compliance reviews and detect anomalies.
Each report shall:
· Be filterable by time period, user, role, module, and laboratory
· Summarize action types (e.g., login, edit, validation, deletion)
· Flag anomalies such as:
· Access attempts to unauthorized records
· Excessive edits to locked forms
· Off-hours activity (e.g., after 18:00 or on non-working days)
· Support export in PDF and CSV formats
Anomaly reports shall be automatically included in dashboards accessible to Audit Officers and Quality Assurance personnel.
Integration with Other Modules
This module shall integrate with the following DIMS components:
· Sample Lifecycle and Result Management Module – to trace edits, validations, and bulletin generations
· System Administration and Configuration Module – to log changes in roles, user accounts, and lab settings
· Reagent Management Module – to track usage, expiry overrides, and verification status updates
· EFSA Reporting Module – to record data transformation and XML submission steps
· Client Portal – to audit external access to bulletins, document downloads, and ticket communications
[bookmark: _Toc189086138][bookmark: _Toc189126182][bookmark: _Toc199312787][bookmark: _Toc199317868]All audit data shall be governed by RBAC permissions, support export for regulatory inspections, and allow long-term retention policies as required by national and EU regulations.
The Audit and Compliance Monitoring Module shall implement anti-tampering mechanisms to guarantee the integrity and authenticity of all recorded events. Audit logs shall be stored in an append-only (WORM) format and protected by cryptographic hashing and qualified timestamping to prevent unauthorized modification or deletion. The system shall periodically verify the integrity of stored audit data and generate alerts if any discrepancies are detected.
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The DIMS for ANF shall be implemented as a fully web-based solution designed to operate across all national and regional laboratory units. The system must support decentralized access, modular expansion, and secure interoperability with internal and external systems, while ensuring traceability, auditability, and compliance with national and European regulatory frameworks.
1. Web-Based Architecture
· All modules of the DIMS shall be accessible via a standard web browser without requiring local installations or client-side dependencies, except for the lightweight desktop utility (agent) used to:
· Monitor local folders
· Detect newly generated analysis result files (e.g., XLS, CSV)
· Automatically import these files into the DIMS
· Associate them with the correct sample ID and method
· The frontend shall be delivered as a responsive web application, compatible with all major browsers (Chrome, Edge, Firefox, Safari), conforming to HTML5 and CSS3 standards.
· The backend shall expose secured RESTful APIs to support interaction between components and allow third-party integration.

2. Modular System Design
· The system shall be designed using a modular and service-oriented architecture (SOA), allowing individual components (e.g., Sample Management, EFSA Reporting, Audit, Reagent Tracking) to operate independently while sharing core services such as authentication, storage, and audit.
· New modules must be deployable without requiring system-wide reconfiguration or downtime.

3. Role-Based Access and Multi-Laboratory Support
· Access to functionalities shall be governed by a centralized Role-Based Access Control (RBAC) system, with permissions assigned per module, per laboratory, and per workflow step.
· The system must enforce isolation between laboratory units (e.g., Băneasa Residue Lab vs. Chemistry Lab Arad), ensuring users can only view and act on data relevant to their assigned unit(s).
· User authentication and provisioning shall integrate with ANF’s Identity Provider (e.g., Azure B2C for internal users and ROeID for external users accessing the Client Portal).

4. Interoperability and Data Integration
· The system shall support integration with internal ANF databases (e.g., PESTEXPERT) and external data sources, including:
· EU Pesticide Database (MRLs)
· EPPO codes and taxonomy services
· Analytical instrument software (e.g., ChemStation, TraceFinder, LabSolutions), via structured XLS/CSV files imported manually or automatically using the desktop integration client (agent)
· Each integration shall be configurable, version-controlled, and auditable.
· Mappings between external datasets and DIMS nomenclatures shall be configurable per laboratory and analysis method.

5. Data Security and Standards Compliance
· All data must be encrypted in transit (TLS 1.2 or higher) and at rest.
· The system shall comply with GDPR, ISO/IEC 17025:2017, and national standards for data protection and auditability.
· System actions must be logged according to the audit specifications in Section 3.1.9.

6. Localization and Internationalization
· The user interface shall be fully localized in Romanian.
· The system shall support internationalization (i18n), allowing future extensions to additional languages or regional formats.

7. Extensibility and Scalability
· The application must be designed for cloud deployment and elastic scaling (e.g., horizontal scaling of web/API nodes).
· It must support modular expansion through APIs and be capable of integrating with future ANF or EU-level systems.
· Performance monitoring and logging capabilities must be included for system administrators.

8. Deployment Options
· The system shall be compatible with both public cloud and private cloud/on-premises environments.
· The choice of infrastructure shall be confirmed during the analysis phase based on ANF's technical preferences and security policies.
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User and Access Management
The DIMS shall comply with the following user and access control requirements:
· Centralized Role-Based Access Control (RBAC): Implement a centralized RBAC system to manage granular permissions across modules such as sample lifecycle, analysis validation, EFSA reporting, reagent tracking, and client communications. Access rights must align with user roles defined in Section 3.1.1 and integrate with ANF’s Identity Provider (IdP), such as Azure B2C or ROeID.
· User Group Configuration: Allow system administrators to define and manage user groups by role and function (e.g., Analysts, QA Officers, Laboratory Managers, EFSA Reporters), with tailored access per module and laboratory unit.
· Unlimited Internal User Support: The system shall support an unlimited number of concurrently active ANF users, distributed across national and regional laboratories.
· External User Provisioning: Enable secure external access (e.g. private clients) through the Client Portal integrated with ROeID, ensuring role-based restrictions.

Usability
The DIMS user interface (web-based and mobile where applicable) shall support intuitive, consistent, and user-centric interaction:
· Consistent UX/UI Design: Ensure consistent layouts, navigation patterns, and interaction models across all modules (including reporting, reagent management, and sample workflows).
· Intuitive Design: Provide an ergonomic interface for desktop and mobile devices, enabling users to quickly locate forms, navigate sample workflows, and access QA dashboards.
· Error Messaging: Implement meaningful error messages at both UI and backend levels. System logs must be available to administrators for troubleshooting.
· In-Application Alerts: Notifications and system errors should be visibly flagged within the platform interface, especially in contexts such as pending EFSA data validation or reagent expiry.
· Data Table Sorting: Include multi-column sorting, filtering, and pagination for data tables (e.g., sample lists, test results, reagent stock), optimized for both large screens and responsive layouts.
· Keyboard Shortcuts and Action Buttons: Enable common action shortcuts (e.g., Ctrl+S for save, Enter for validation), and mobile quick-access buttons for routine tasks (e.g., barcode scanning, sample reception confirmation).
· Customizable Dashboards: Support customizable views by role (e.g., QA dashboard, lab manager summary, reagent stock status), with optional widgets, filters, and alerts per user preference.

Modular Structure and Interoperability
DIMS shall be designed using a modular architecture to support independent development, testing, and integration of functional blocks:
· Web-Based Modular Components: All core modules (e.g., Sample Lifecycle, Reporting, Audit, EFSA, QA) must be accessible via a web interface. A mobile extension for sample tracking or form completion is optional but encouraged.
· Scalable and Independent Modules: Each module shall operate independently while sharing data securely through internal APIs.
· Interoperability Support: The system must be interoperable with external systems such as:
· PESTEXPERT 
· EU Pesticide Database and EPPO
· Instrument Software (e.g., ChemStation, TraceFinder, LabSolutions)
· API Documentation: Provide detailed RESTful API documentation for current modules and future integration points.
· Cross-Module Audit Trail: All modules must generate audit logs aligned with Section 3.1.9, ensuring traceability of user and system actions.

Access and Extensibility
· Unlimited Accessibility: Support unlimited access for users within ANF’s network.
· License-Free Operation: Avoid additional licensing requirements post-development, ensure there are no hidden licensing fees to be supported by the Beneficiary.

Cloud-Based Infrastructure Requirements
· Cloud Compatibility: Design the system for cloud deployment, ensuring scalability and reliability.
· Elastic Resource Allocation - Utilize elastic cloud capabilities to accommodate fluctuations in usage.
· Data Security - Implement GDPR-compliant encryption and access controls.
· Backup and Disaster Recovery - Include automated backups and failover mechanisms to ensure data availability.
· Performance Monitoring - Provide tools for tracking resource utilization and system performance.
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Users shall access the DIMS via a secure web-based portal. Authentication will be managed through ANF’s existing Identity Provider (IdP), such as Azure B2C, ensuring single sign-on (SSO) and role-based access control as described in Section 3.2.1 – User and Access Management. Upon successful login, users shall be directed to a personalized home page that serves as their central interface for monitoring tasks, alerts, sample workflows, and laboratory metrics relevant to their role.
Key Functional Requirements:
· Role-Based Personalized Dashboard:
Each user shall see a customized home page interface based on their assigned DIMS role (e.g., Laboratory Technician, QA Officer, Laboratory Manager, Reagent Manager, EFSA Reporter). The dashboard shall provide:
· Task overviews (e.g., pending validations, bulletins awaiting approval, flagged anomalies)
· Alerts generated from the Audit and Compliance Monitoring Module
· KPIs relevant to each laboratory unit (e.g., number of analysis bulletins generated last month, reagent stock levels, etc.)
· Interactive Widgets and Shortcuts:
Users shall have access to customizable widgets, including:
· Daily task list
· Reagent alerts
· EFSA reporting readiness indicators
· Links to most-used forms, templates, or test workflows
· Quick-launch buttons to modules such as: Sample Lifecycle and Result Management, Reporting and Statistics, Reagent Management, and EFSA Reporting.
· Alerts and System Notifications:
Real-time alerts shall be displayed prominently within the dashboard. Alerts shall be filtered based on:
· Severity (Critical, Warning, Informational)
· User role (e.g., QA Officers see validation failures; Lab Managers see overdue tasks)
· Source module (e.g., EFSA Reporting Module, System Administration and Configuration, Sample Lifecycle Management)
· Calendar View and Planning Tools:
A built-in calendar shall display upcoming deadlines or events such as:
· Scheduled equipment maintenance (from the Laboratory Equipment Management Module)
· Expiring certifications (from the Laboratory Personnel Management Module)
· Sample reception schedules or reanalysis deadlines
· EFSA submission windows
· Recent Activity Panel:
Users shall see a summary of their own actions from the last 48 hours (e.g., edited records, submitted forms, approved results), to reinforce transparency and facilitate audit preparation.
· Language and Localization:
The home page and its components shall default to the Romanian language to comply with ANF standards. All interface elements shall support internationalization (i18n) for future expansion.
· Modular and Configurable Layout:
Users shall be able to rearrange, show/hide, or resize widgets based on their needs. Predefined layout templates shall be available for each user type.
· Data Integrity and Source Traceability:
All data visualized on the home page shall reflect live or near-real-time values pulled from the core DIMS database, with full traceability back to source forms, records, or tests.
· Approval by Beneficiary:
The final design and functional layout of the home page shall be reviewed and approved by ANF during the analysis phase of the project. The Consultant shall present at least two UI layout proposals and iteratively refine them based on user feedback from central and regional laboratories.
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[bookmark: _Toc199312804]System Development and Evolution

The Consultant shall deliver a custom-developed DIMS, consisting of a web-based platform and a desktop client for integration with laboratory instruments. The DIMS may be either built from scratch or customized from off-the-shelf software, provided that all components, whether partial modules or the complete solution, are non-commercial in nature and that full ownership and control of the developed system and its source code remain with the Client.

Any off-the-shelf or third-party modules used shall be delivered with perpetual, transferable usage rights, allowing the Client to access, modify, and further develop the source code or configuration without restriction, vendor lock-in, or additional licensing fees. The Consultant shall ensure that the delivered DIMS is fully operational, modifiable, and maintainable by or on behalf of the Client after contract completion. The software development of the solution shall not rely on artificial intelligence (AI) services or non-deterministic algorithms.
This approach is intended to ensure the DIMS remains deterministic, explainable, verifiable, and fully auditable—especially in its handling of laboratory data, analytical workflows, and regulatory outputs.
Incidental use of AI-based development tools (e.g., code completion, syntax suggestion) is acceptable only if it does not compromise the integrity of the DIMS or introduce runtime dependencies.
Use of Open-Source Technologies
Technologies used in the development of the DIMS may include open-source components only under the following conditions:
· They are encapsulated within off-the-shelf products or development frameworks, or
· The Consultant provides explicit written assurances regarding:
· Support and maintenance for the open-source components throughout both the development and maintenance periods;
· Compliance with licensing models and security policies applicable to national public IT systems.
All open-source components integrated into the DIMS shall:
· Be subject to usage logging for transparency and traceability;
· Be thoroughly vetted to meet cybersecurity, operational reliability, and public-sector software standards;
· Be fully documented to ensure maintainability, dependency transparency, and sustainability of the system beyond the initial deployment phase.
[bookmark: _Toc199312805]Technology Requirements for DIMS Implementation

The DIMS shall be developed using a modern, scalable, and secure technology stack, capable of supporting complex laboratory workflows, instrument data integration, high-availability services, and continuous interaction with regulatory and institutional platforms. This section outlines the key technical requirements necessary to ensure the DIMS solution is reliable, extensible, and compliant with both national and European standards.
The Technical Proposal shall include a clear justification of the proposed system architecture and technological stack, describing the rationale for selecting specific technologies, frameworks, or platforms. The explanation shall cover how the proposed architecture supports scalability, interoperability, cybersecurity, and sustainability objectives of the DIMS. This information will facilitate the evaluation of technical soundness and long-term maintainability of the proposed solution.
The DIMS system should be developed using contemporary software engineering practices and technologies, incorporating microservices or modular architecture, cloud-native capabilities, and support for structured analytical data flows. It must also enable secure and efficient communication with third-party systems such as PESTEXPERT, EFSA DCF, and ROeID, while ensuring full adherence to cybersecurity and data protection regulations.
The Consultant shall adhere to the following development principles:
Scalable Architecture & Modern Technologies
· Support for microservices architecture or a modular monolith approach.
· Use of modern programming languages such as Python, Java, Go, or Node.js.
· Use of scalable database solutions (SQL or NoSQL), capable of handling large datasets related to laboratory samples, test results, reagents, instruments, and EFSA reports.
Version Control & Continuous Deployment
· Utilize version control systems (e.g., GitHub, GitLab) with a clearly defined branching strategy.
· Implement Continuous Integration / Continuous Deployment (CI/CD) pipelines to automate testing, build, and release processes.
· Ensure consistent deployment workflows across development, testing, and production environments.
Security & Compliance
· Implement secure OAuth 2.0 authentication, with support for Role-Based Access Control (RBAC) and, where needed, Attribute-Based Access Control (ABAC).
· Include protection mechanisms against common application vulnerabilities such as:
· SQL Injection
· Cross-Site Scripting (XSS)
· Cross-Site Request Forgery (CSRF)
· Ensure full compliance with:
· GDPR (General Data Protection Regulation)
· ISO/IEC 27001 (Information Security Management)
· ISO/IEC 17025:2017 (for traceability and lab quality management)
· Integrate automated vulnerability scanning within development workflows.

Integration & Extensibility
· Support integration with internal and external systems via:
· RESTful APIs
· File upload (XLS, CSV)
· Database connections
· Integration targets include, but are not limited to:
· Analytical instrument software (e.g., GC-MS, LC-MS/MS, Orbitrap) via Excel/CSV import – through the desktop client
· PESTEXPERT (national PPP and taxonomy database)
· EU Pesticide Database, EPPO, and EFSA DCF
· ROeID (for external client authentication)
· Administrative interfaces (CLI or Web UI) must be available for system configuration and customization.
Testing & Code Quality
· Implement automated unit, integration, and end-to-end tests, with enforced code coverage thresholds.
· Use performance benchmarking tools to ensure responsiveness under peak operational loads (e.g., high-volume sample uploads, EFSA export).
· Perform regular code reviews to ensure maintainability, consistency, and adherence to best practices.

Premium Support & Maintenance
The Consultant must commit to a Service Level Agreement (SLA) that ensures timely incident resolution, preventive maintenance, and compliance updates. For SLA terms, refer to Section 6.1 – ANNEX 2.0: Technical Support and Help Desk Services.
The Consultant must also provide comprehensive technical documentation covering:
· System architecture and design
· Deployment and configuration procedures
· Troubleshooting and system administration guides

[bookmark: _Toc199312806]Core Technical requirements

The DIMS system should comply with the following core technical requirements:
· Centralized Database – A unified and centralized database shall store all laboratory data, including sample records, test results, reagents, instrument metadata, QA/QC parameters, and regulatory reporting datasets. The database must support secure data entry, validation, modification, and deletion, ensuring data integrity and traceability across all laboratory modules.
· Internal and External Access points -  Internal DIMS shall be reachable via private network/VPN for authorized ANF staff, while Client Portal shall be internet-facing (ROeID/SSO), with strict segregation from internal environments. The system should support modular navigation based on user roles and provide a separate mobile-optimized interface for external clients (e.g., sample submitters) where applicable.
· Error Logging and Audit Trail – The system shall log detailed technical errors and maintain a comprehensive audit trail of all operations, including user actions, data modifications, file uploads, instrument data imports, and system configuration changes. The audit log must meet regulatory requirements (e.g., ISO/IEC 17025, ISO 27001), ensuring full accountability and traceability.
· Role-Based Security and User Authentication – DIMS shall implement an efficient Single Sign-On (SSO) mechanism integrated with ANF’s identity provider (e.g., ROeID or Azure B2C). Access control must follow a role-based model, assigning permissions to roles such as Laboratory Manager, Analyst, External Client, QA Officer, and IT Administrator.
· Scalability and Flexibility – The system must support horizontal and vertical scalability to handle increasing volumes of samples, users, and test results, especially during seasonal sampling peaks or institutional audits.
· Data Standardization – The DIMS shall support standardized data structures and export formats (e.g., XLSX, CSV, XML, SSD2) to ensure compatibility with EFSA reporting tools, statistical analysis software, and national databases such as PESTEXPERT.
· Report Management and Dissemination – The system must automate the generation, validation, and delivery of laboratory reports (e.g., Analysis Bulletin, EFSA XML). Notifications should be delivered via the system dashboard and optionally via email to predefined recipients.
· Analytical and Compliance Features – DIMS shall provide dashboards and tools to support data visualization, trend analysis (e.g., non-compliance by commodity, by year), and summary reporting. It should also support the generation of regulatory outputs (e.g., EFSA SSD2 XML) using historical and real-time laboratory data.
[bookmark: _Toc199312807]Maintainability and User-Friendly Design

· The system must be easily maintainable, with structured documentation, modular design, and clear workflows to support future updates by ANF or third-party developers.
· All DIMS modules’ interfaces must be intuitive and user-centric, ensuring accessibility for all stakeholders.
[bookmark: _Toc199312808]Expected Operational Standards

· Concurrent Users: Support at least 300 concurrent users without performance degradation.
· Data Throughput: Handle large-scale data processing (3 TB of data annually) efficiently.
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The Contractor must design, setup, and configure fully web cloud-based IT architecture, based on virtual machines (IaaS), that should be compatible with the Governmental Cloud, complying with the requirements of these ToR, and ensuring integration with the Beneficiary’s existing systems, including PESTEXPERT and other external systems such as EFSA and ROeID
[bookmark: _Toc199312810][bookmark: _Toc189086150][bookmark: _Toc189126194]Disaster recovery, back-up, security and performance standards

The system shall implement disaster recovery and business continuity mechanisms. Critical services—such as completing laboratory workflow processes—must be recoverable within a maximum recovery time objective (RTO) of 1 hour. 
Routine, automated backup procedures shall be implemented, to maintain data integrity and ensure consistent accessibility of all DIMS records.
The backups must support version control and ensure compliance with operational workflows.
The DIMS shall be designed and deployed to meet operational, security, and performance standards, including: 
· High Availability
The system shall be configured to operate in a high availability environment, ensuring a minimum uptime of 99.5%. This is required to support uninterrupted laboratory operations, including real-time sample tracking, data processing, and reporting workflows.
· GDPR and Data Privacy Compliance
The DIMS must fully comply with the General Data Protection Regulation (GDPR) and relevant national data privacy legislation. This includes ensuring the secure handling, storage, and processing of personally identifiable information (PII), sensitive laboratory data, and confidential results.
· Private Network Access
Access to the DIMS is limited to a secure private network for authorized ANF personnel only. The Client Portal shall be accessible online for external clients.
 Scalable Data Processing

The system must be capable of scaling efficiently to accommodate expected data volumes, including:
· High-throughput sample and test data from all central and regional laboratories;
· Analytical data including analysis reports, analytical forms which may or may not contain high-resolution images
The infrastructure must support a 50% increase in data volume during seasonal or regulatory peaks without performance degradation.

[bookmark: _Toc199312811]Integration requirements and documentation

The Bidder should provide a comprehensive and detailed specification of all resources required to operate the proposed DIMS in the cloud environment. This should include documentation on resource allocation, integration processes, and disaster recovery protocols. 
For reference, the current ANF infrastructure includes:

• The PESTEXPERT database serving as the central repository for data on Plant Protection Products (PPPs), including information on authorized substances, target pests and crops, recommended application methods, safety classifications, and regulatory metadata.
 At this stage, it is expected that Chemistry and Diagnose Laboratories use information from PESTEXPERT. PESTEXPERT operates in an Azure-like cloud using .NET and MSQL. The Beneficiary will provide access to PESTEXPERT data via API, direct database connection, or other integration during DIMS implementation. As such, during the analysis phase, the Consultant shall establish, with the Beneciary’s approval the integration methods for fetching the required data (PPP names, pests/diseases, active substances, etc.)
• An existing Identity Provider (IdP) system integrated with PESTEXPERT and other software systems in the ANF infrastructure, which provides secure authentication and role-based access control for ANF’s systems.
The Bidder must ensure that the cloud infrastructure integrates with these components and provides a scalable and centralized platform to manage current and future needs.
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The DIMS shall be developed as a centralized, modular, and scalable web-based platform that supports the complete digital transformation of laboratory operations across the ANF network. It will replace legacy systems such as GEPRO and Excel-based processes, offering unified access, traceability, and automation for all laboratory types (residue, chemistry, and diagnosis). The software must support integration with analytical instruments, regulatory reporting, and controlled user access across both central and regional laboratories.
The implementation shall follow a phased deployment strategy aligned with the project timeline (see Section 5), consisting of pilot testing and full-scale rollout.
Pilot Deployment – Phase 2 (Months 4–9)
During the pilot phase, a fully functional version of the DIMS system shall be deployed and tested in a controlled subset of ANF laboratories, covering all major laboratory categories:
· Residue Laboratory (e.g., Băneasa or Târgu Mureș)
· Chemistry Laboratory (e.g., Arad or Bacău)
· Diagnosis Laboratories (e.g., Bacteriology, Virology, Entomology)
The pilot software build must include all core modules outlined in Section 3.1, with laboratory-specific configurations, digital forms, nomenclature, and SOP-based workflows. The DIMS solution must demonstrate the following capabilities in the pilot environment:
· End-to-end sample lifecycle management: registration → analysis → validation → report
· Automated parsing and import of instrument data (XLSX/CSV) for GC-MS, LC-MS/MS, Orbitrap, etc.
· Internal audit and anomaly detection mechanisms
· EFSA-compliant data export (SSD2 XML)
· Full traceability of actions, with role-based access control
· Integration with identity providers (ANF IdP, ROeID)
· Feedback-driven refinement mechanisms
· System usage by multiple roles in real laboratory operations
The pilot must be conducted using real sample workflows and users, under close monitoring. All test results must be documented and used to finalize configurations prior to full deployment.

Full Deployment – Phase 3 (Months 10–13)
The final deployment phase shall extend the DIMS system to all ANF laboratories, both central and regional. It includes final refinements, legacy data migration from existing GEPRO system, user onboarding, and activation of the support structure.
The production-ready version of the DIMS must ensure:
· Centralized hosting with secure web access for all sites
· Migrated legacy data from GEPRO (e.g., historical bulletins, diagnostic records)
· Migrated and harmonized nomenclatures and form templates
· Final versions of all modules and inter-module workflows fully activated
· Production use of the EFSA Reporting Module and validated XML output
· Full audit compliance and operational logging across all user actions and system events
· Secure integration with instrument workstations using the DIMS Desktop Client
· Operational Helpdesk and SLA-based support workflows 
· Final confirmation of system availability, scalability, and regulatory alignment (e.g., GDPR, ISO 27001, ISO/IEC 17025)
· The system software must fully support the integration and operation of the DIMS in an ADR Governmental cloud compatible environment.
· The ADR governmental cloud infrastructure includes virtual machines that require configuration to support complete DIMS installation. Therefore, the proposed architecture must be designed to accommodate this hardware setup.
· Scalability - The system must be automatically scaled to accommodate an increasing number of users, growing data volumes, and expanding operations without manual intervention.
· Authentication and Security: 
· Support for integration with cloud identity management systems to enable Single Sign-On (SSO) for secure authentication.
· All data at rest and in transit must be encrypted using industry-standard protocols (e.g., TLS, AES-256).
· Implement cloud-native security features, such as Role-Based Access Control (RBAC) and Identity and Access Management (IAM), to enforce secure access, as required by ANF, and in compliance with the Governmental cloud technical standards.
· Monitoring and Performance: 
· Integrate cloud-based monitoring tools to ensure the DIMS consistently operates at optimal performance levels.
· Provide tools for administrators to track system health, resource utilization, and response times.
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Technical Management and Troubleshooting

The DIMS must include features for monitoring system health, managing configurations, and resolving technical issues in real time. These features shall ensure uninterrupted functionality and optimal performance, even during peak usage periods.

System Health Monitoring – DIMS should provide administrators with real-time dashboards of insights into server performance, database status, and connectivity with external systems (such as PESTEXPERT) . Alerts shall be triggered for critical issues, such as database capacity nearing its limit or failed data integrations. By offering an intuitive overview of system operations, administrators should proactively address potential bottlenecks and avoid disruptions.

Security
The DIMS must ensure the confidentiality, integrity, and availability of sensitive laboratory data, including sample identifiers, test results, analysis reports, and user activity logs. The system shall incorporate advanced security measures to mitigate risks and ensure compliance with GDPR, ISO/IEC 27001, and other applicable regulatory frameworks related to laboratory data protection and quality assurance. These measures should include : 
· End-to-End Data Protection: All data transmitted between the DIMS and external systems, shall be encrypted using industry standards like TLS. At rest, sensitive datasetswill be secured using AES-256 encryption.
· Access Control and Multi-Factor Authentication (MFA): The DIMS shall enforce the principle of least privilege, ensuring users can access only the data and functionalities necessary for their roles. MFA will be mandatory for administrative accounts and users handling sensitive datasets, providing an additional layer of security against unauthorized access.
· Threat Detection and Response: Real-time monitoring tools shall identify and alert administrators to unauthorized access attempts, unusual activity patterns, or vulnerabilities. The system will also include automated responses, such as account locking for repeated failed login attempts.
· Regulatory Compliance and Security Logging: The DIMS shall maintain detailed logs of all security events. These logs include user IDs, timestamps, and event descriptions, enabling thorough reviews during audits or investigations.

[bookmark: _Toc207121914]3.4.5 Service Specifications

The Consultant shall undertake, as necessary and without being to, the following activities as part of the DIMS implementation scope:
· Conduct an in-depth analysis of ANF’s laboratory workflows, covering sample registration, residue testing, PPP quality control, and phytosanitary diagnostics. This includes reviewing current operational procedures, data flows, reporting obligations (e.g., EFSA SSD2), and institutional mandates.
· Review all existing documentation and legacy systems, including GEPRO diagnostic records, Excel-based reports, and SOPs used in national and regional laboratories, to define migration, standardization, and harmonization strategies.
· Perform a detailed analysis of functional and non-functional requirements, based on field-specific needs of each laboratory type (Residue, Chemistry, Diagnosis). This must include traceability, validation, result reporting, quality assurance logging, and data security.
· Design, develop, and deploy the DIMS solution as a modular platform, with components including:
· Sample Lifecycle and Result Management
· Laboratory Equipment and Personnel Management
· EFSA Reporting Module
· Audit and Compliance Monitoring
· External Client Portal
· Role-based Access and Configuration Module
· Test the system rigorously to ensure it meets performance, security, and regulatory standards (e.g., ISO/IEC 17025, GDPR). The Consultant must provide detailed test cases, scenarios, and support during User Acceptance Testing (UAT).
· Plan and execute the installation and configuration of the DIMS platform in a cloud architecture, ensuring interoperability with ANF systems such as PESTEXPERT, EFSA DCF, and laboratory instruments (e.g., GC-MS, LC-MS/MS).
· Deliver comprehensive user documentation in Romanian, including:
· User manuals and training materials per role
· System configuration and operational guides
· Maintenance procedures and troubleshooting documentation

Identity and Communication Integration
· The DIMS must support Single Sign-On (SSO) for centralized identity and access management. SSO must function across all DIMS modules, including internal dashboards and external client portal.
· Integration with ANF’s identity provider (e.g., ROeID or Microsoft Entra ID) must support Role-Based Access Control (RBAC) to ensure users only access data and functions appropriate to their assigned role (e.g., Analyst, QA Officer, External Client).
· The system shall integrate with ANF’s email system to enable notification flows (e.g., report delivery, system alerts, account provisioning) and track communications as part of the audit trail.

Integration with Existing Systems and Legacy Data
· The DIMS should support secure, standards-based data exchange with external systems, including:
· PESTEXPERT – for importing controlled nomenclatures (e.g., PPP substances, EPPO codes)
· EFSA DCF – for structured data export in XML format (SSD2 standard)
· ROeID – for authenticating external users of the Client Portal
· Instrument integration must be implemented via the DIMS Desktop Client, supporting structured import (XLSX, CSV) from laboratory equipment (e.g., GC-QTOF, LC-Orbitrap, GC-QQQ), with automatic linkage to sample records. The DIMS Desktop Client should be developed for Windows 10 and Windows 11, with potential support for additional operating systems if needed.
· Integration processes shall follow secure communication protocols:
· HTTPS, SFTP, or other secured channels based on system compatibility
· Token-based authentication where applicable
· Schema validation for imported and exported payloads (e.g., XML, SSD2 rules)
· The system must support automated logging of all external and internal exchanges to:
· Ensure traceability for audits and compliance
· Provide transparency into data flows (e.g., instrument result imports, external reporting)
· Facilitate anomaly detection and troubleshooting
· Legacy data from GEPRO and Excel systems must be imported into the new DIMS platform. This includes:
· Historical bulletins and diagnostic results
· Past sample records and forms
· Validated nomenclature lists (e.g., pest/pathogen names, diagnostic methods)
· Audit logs, where technically retrievable
[bookmark: _2.5.2_Training_and][bookmark: _Toc189086154][bookmark: _Toc189126198][bookmark: _Toc199312818][bookmark: _Toc199317879]The Consultant is responsible for planning, executing, and validating the full migration and ensuring continuity of traceability and historical records.



[bookmark: _Toc207121915]3.4.6 Documentation and Intellectual Property Requirements

The Consultant is required to provide comprehensive documentation for the DIMS, ensuring its proper usage, installation, maintenance, administration, and alignment with institutional and regulatory frameworks. The documentation must cover all system aspects and include the following deliverables:
· User Manuals
· Installation Manual
· Maintenance Manual
· Software Design Document (SDD)
· Software Requirements Specification (SRS)
· IT Architecture Document
In addition, the Consultant must deliver:
· Internal testing reports (functional, performance, security, UAT)
· Security and compliance reports
· Administration and infrastructure documentation
· Fully commented source code for all developed components
All documentation must be provided in Romanian and submitted to the National Phytosanitary Authority (ANF) for review and technical approval.

General Requirements
· All documents shall be submitted electronically in both Microsoft Word and Adobe PDF format.
· Documentation must be versioned and maintained in the DevOps or version control repository used by the Consultant during implementation.
· Each document version must correspond to the deployed version of the DIMS platform.
· No version of the system may enter production use without full accompanying documentation, reviewed and approved by ANF.
· Final signed versions must be digitally signed with a qualified electronic signature.

Intellectual Property Requirements
· All software developments carried out under this contract, including source code, configurations, parsers, interfaces, and user interfaces, shall become the exclusive property of ANF.
· All documentation, test data, configurations, database models, reports, and training materials developed during the project shall be the exclusive property of ANF.
· The Consultant shall not retain any copies, nor reuse any materials for other purposes without written consent from ANF.
· ANF shall hold all intellectual property rights to the developed solution, including the right to reproduce, publish, modify, assign, or transfer it without restriction.

User Manuals
The Consultant shall prepare role-based user manuals covering daily operations of the DIMS for all relevant roles, including but not limited to:
· System Administrator (SA)
· Laboratory Analyst (LA)
· Quality Assurance Officer (QA)
· Laboratory Manager (LM)
· External Client/Requester (EC)
· Helpdesk Agent (HA)
All user roles defined in the DIMS shall be covered by the manuals.
Each manual must provide clear, step-by-step instructions (including screenshots) for completing typical tasks, such as:
· Sample registration and tracking
· Result validation and report generation
· Accessing audit logs and statistics
· Managing nomenclatures and controlled vocabularies
· Uploading instrument results
· EFSA XML export

Installation Manual
The installation manual must include detailed instructions for setting up and deploying the DIMS system. This includes:
· Cloud environment requirements
· Database and backend configuration
· Client desktop component installation for instrument integration
· Configuration of user access, roles, and identity provider settings
· Instructions for production, testing, and backup environments

Maintenance Manual
This manual must describe the required maintenance procedures, including:
· System monitoring (performance, uptime, logs)
· Regular backups and restore procedures
· Troubleshooting workflows and alert handling
· Patch/update procedures (code, configurations, security)
· Role management and permissions auditing
Additionally, it must include a knowledge transfer plan for ANF technical staff, including:
· How to maintain and adjust module parameters
· Managing integrations with instruments and external systems
· Deployment pipeline and configuration changes
· Basic troubleshooting and support procedures

Software Requirements Specification (SRS)
The SRS must define all functional and non-functional requirements of the DIMS, including:
· Functional Requirements: Sample lifecycle, test workflows, EFSA exports, instrument data import, client portal access
· Non-Functional Requirements: Availability, performance thresholds, security controls, scalability targets
· User Requirements: Role-specific interaction scenarios
· Interfaces: Integrations with EFSA DCF, PESTEXPERT, ROeID, instrument data import
· Data Requirements: Input formats, validation rules, standard field definitions
· Compliance: ISO/IEC 17025:2017, GDPR, ISO 27001
· Acceptance Criteria: Definition of completion and success conditions

Software Design Document (SDD)
The SDD must provide technical documentation on the internal structure of the system, including:
· System architecture diagrams (modular, layered)
· Data models, entity-relationship diagrams
· UML diagrams (use case, sequence, class)
· File parsers and integration logic for XLSX/CSV imports
· Error handling codes and recovery strategies
· Performance optimization strategies and caching mechanisms
IT Architecture Document

The IT Architecture Document must describe the infrastructure architecture of the DIMS system and deployment approach. It must include:
1. Infrastructure Diagrams – logical and physical architecture of the cloud-hosted solution.
2. Integration with Existing Systems – including PESTEXPERT, EFSA DCF, instrument workstations, and identity providers.
3. Test and Production Environments – descriptions of isolation, deployment flow, and rollback mechanisms.
4. Security and Compliance Framework – how data protection, encryption, audit logging, and GDPR alignment are achieved.
5. Backup, Redundancy, and Disaster Recovery – infrastructure and application-level measures to ensure business continuity.




[bookmark: _3.4_Training_and][bookmark: _Toc207121916]3.5 Training and Training Materials

The Consultant must provide a complete set of training materials in Romanian, designed to support the effective onboarding, operational autonomy, and long-term use of the DIMS by all user roles, including laboratory analysts, QA officers, system administrators, and external clients. These materials must reflect the DIMS functionalities defined in these Terms of Reference and refined during the analysis and pilot phases.
The training package must include, at a minimum:
User Guides (PDF Format)
· Role-specific manuals with step-by-step instructions for all DIMS modules (e.g., sample registration, EFSA reporting, audit review, nomenclature editing).
· Workflow diagrams and annotated screenshots for each type of laboratory (Residue, Chemistry, Diagnosis).
· Clear explanations of validation rules, error messages, and required user actions.
· Guidance on managing exception cases, such as:
· Missing instrument data
· Sample reassignment across laboratories
· Handling non-compliant test results
Video Tutorials
· Recorded tutorials in Romanian, organized by DIMS module and user role.
· Examples of key workflows, including:
· Importing instrument results and linking to test records
· Generating EFSA SSD2 XML exports
· Accessing the audit trail and reviewing anomalies
· Creating reports and statistics for internal QA
· Scenario-based demonstrations, such as:
· How a QA Officer reviews and validates test results
· How a Lab Analyst handles sample extraction and uploads results
· How a Client accesses their analysis report via the Portal
FAQs and Troubleshooting Guides
· A compiled list of frequently asked questions and answers per module and user role
· Solutions for common issues, including:
· Login failures or expired sessions
· Incorrect sample codes or missing data fields
· Instrument file import mismatches
· Contact details for support and escalation paths in case of unresolved issues
Quick Reference Sheets (QRS)
· One-page printable job aids summarizing frequent tasks, such as:
· Registering a new sample
· Uploading GC-MS data
· Exporting SSD2 XML for EFSA
· Reviewing test status and unlocking results
Access and Distribution
· All materials must be available in digital format (downloadable from the ANF DIMS portal) and printable versions for on-site use.
· Where applicable, materials should be embedded in the DIMS user interface:
· Tooltips
· “Help” buttons linking to video or guide sections
· Context-sensitive guidance on forms and dashboards
· The Consultant must continuously update training materials throughout implementation to reflect changes in workflows, interfaces, or regulations. Final versions must be approved by ANF prior to formal rollout or live usage.
Training Sessions
The Consultant must organize and deliver structured training sessions for ANF stakeholders, ensuring national coverage and knowledge transfer:
On-the-Job Training (County-Level)
· Delivered in person for 5 selected ANF county laboratories
· Each session must span two (2) full working days
· Format:
· Structured walkthrough of relevant modules
· Hands-on exercises using real or anonymized test cases
· Dedicated Q&A sessions for role-specific clarifications
· Representatives from additional counties must be able to join remotely (online streaming or hybrid format)
Online Training Seminars
· Ten (10) online training sessions, each lasting 4 hours
· Target groups:
· Broader ANF users (technical and administrative)
· National coordination units
· Sessions may be scheduled upon project milestones or upon ANF’s request


[bookmark: _Toc207121917]3.6 Technical Support and Maintenance
[bookmark: _Toc207121918]3.6.1 Warranty Service

The Consultant shall provide a comprehensive warranty for all software components and configurations delivered under the DIMS project, starting from the date of completion of the Final Rollout and Stabilization Phase and lasting for a period of at lease 24 (twenty-four) months.
During this warranty period, the Consultant shall ensure that the DIMS system remains fully functional, secure, and compliant with all contractual specifications. All defects, errors, or deficiencies arising from implementation, configuration, design, or integration shall be corrected at no additional cost to the Beneficiary.
Warranty services include, but are not limited to, the following activities:
· Identification, tracking, and correction of any bugs, errors, or malfunctions discovered during operational use.
· Resolution of functional or performance deficiencies caused by configuration, code, or data model issues.

· Correction of integration or interoperability problems with systems within the defined DIMS scope.
· Elimination of security vulnerabilities or stability issues attributable to implementation.
· Updating of technical and user documentation to reflect all warranty corrections and system changes.

Warranty Obligations:
1. All warranty incidents shall be registered into a service desk platform and handled in accordance with the defined Service Level Agreements (SLAs) for response and resolution times, as detailed in section 6.1 – ANNEX - Technical Support and Help Desk Services – chapters 4 and 5
For each critical or recurring issue, the Consultant shall perform and document a Root Cause Analysis (RCA) and propose preventive measures.
Any temporary workaround must be followed by a permanent correction within the agreed SLA.
Exclusions:
The warranty does not cover:
· Incidents caused by improper use or unauthorized changes by the Beneficiary.
· Failures originating from third-party components or infrastructure outside the Consultant’s control.
· Modifications or enhancements requested by the Beneficiary beyond the original contract scope.


[bookmark: _Toc207121919]
3.6.2 Technical support and  Maintenance

The consultant shall perform technical support and maintenance services for a duration of 10 months or end of May, 2028 (whichever comes first). 

· The Consultant must perform regular DIMS performance reviews to prevent potential issues. This includes monitoring system logs, updating workflows, and proposing optimizations for workflow and reporting accuracy.
· System health checks, conducted quarterly, must include testing of data integrations and notification delivery systems. Findings and recommendations must be documented and shared with the Beneficiary.
· The Consulatant shall perform preventive and corrective maintenance to ensure system reliability and performance, as well as the cloud-based infrastructure on which the system will operate.
[bookmark: _Hlk212540428]For detailed information regarding technical support and Help Desk services, including response times, incident prioritization, and responsibilities, please refer to section  – ANNEX 2.0 - Technical Support and Help Desk Services

[bookmark: _Toc207121920]3.7. Testing and Quality Assurance Requirements
[bookmark: _Toc207121921]3.7.1 Inspections
Inspections before delivery
Development Process: The Consultant must provide information on the development process to be used to deliver DIMS solution including:
0. Development team structure and organization,
0. Development methodology and process lifecycle,
0. Code Review process,
0. Source code Management,
0. Continuous Integration Plan,
0. Tools and Techniques to be used,
0. Test plan


[bookmark: _Toc207121922]3.7.2 Pre-commissioning Tests
The Consultant must provide documentation related to the integration testing, including:
1. Technical details on integration methodology for each external system,
1. Testing approach,
1. Test data,
1. Test procedure,
1. Test results report.
In addition to the testing documentation, the Consultant must plan and execute the following proposed tests in alignment with the technical requirements, specifically addressing performance and security tests as mentioned in current chapter :

System Integration test

1. Test: Verify the integration of the DIMS system with other external systems
1. Condition: The cloud environment must support integration between DIMS and external databases, file sources and APIs.
1. Success Criteria: Data exchange between DIMS and external systems should occur smoothly with minimal latency. Error handling should be robust in case of communication failures.

[bookmark: _Toc207121923]3.7.3 Cloud Environment Tests

Cloud Infrastructure Validation

0. Test: Verify that the cloud infrastructure meets the performance and security requirements defined in the system specifications.
0. Condition: The cloud environment must be configured according to the specifications (e.g., virtual machines, storage, network configurations).
0. Success Criteria: The infrastructure components should pass initial validation tests, including availability, scalability, and redundancy features. The cloud environment must be capable of supporting expected workloads without degradation in performance.

Scalability Testing

0. Test: Simulate increasing data volumes and concurrent user access to test the system's scalability within the cloud environment.
0. Condition: Scale up the cloud resources (e.g., compute power, storage) to handle different loads, such as peak traffic and large data processing tasks.
0. Success Criteria: The system should handle the increased load without issues such as system slowdowns, crashes, or data loss, demonstrating that the cloud environment can scale horizontally and vertically.
Performance Testing

0. Test: Measure system performance under stress conditions, including load and latency tests.
0. Condition: Test with various numbers of concurrent users and workloads (e.g., large data uploads or batch processes).
0. Success Criteria: Response times must remain within acceptable limits as defined in the non-functional requirements. For example, response times for user requests should not exceed 2 seconds, and system throughput should be adequate under maximum expected load.
Disaster Recovery Testing

0. Test: Test cloud system's disaster recovery capabilities, including backup and recovery procedures for data and application components.
0. Condition: Simulate a failure scenario, such as data corruption or cloud service outage.
0. Success Criteria: The system should restore to operational status within the specified recovery time objective (RTO) and recovery point objective (RPO). Data should be recovered without loss, and the application should be functional after recovery.

Data Security and Encryption Testing

0. Test: Verify that data is securely transmitted and stored, following the security protocols defined in the project specifications.
0. Condition: Ensure that encryption is implemented for data at rest and in transit, and that proper access controls are enforced.
0. Success Criteria: Data should remain protected with encryption mechanisms during all stages (e.g., data storage, retrieval, transfer), and unauthorized access attempts should be blocked and logged appropriately. Security audits should be passed with no major vulnerabilities.

Cloud Service Availability Testing

0. Test: Test the cloud service uptime and availability under different conditions, such as load and maintenance periods.
0. Condition: Ensure that the government cloud provider guarantees a minimum availability percentage (e.g., 99.5%) and that it meets under various conditions.
0. Success Criteria: The system should remain available and operational with minimal downtime. Any downtime or interruptions should not exceed the defined Service Level Agreement (SLA) thresholds.

Backup and Data Retention Testing

0. Test: Verify that the backup and data retention processes function correctly in the cloud environment.
0. Condition: Test scheduled backups, data retrieval, and retention policies as defined in the system requirements.
0. Success Criteria: Data backups should be successfully created and stored according to schedule. The recovery process should be efficient, and data retention policies should be enforced.

Cloud Conditions Terms

· Cloud Service Configuration: Before executing tests, the system must be configured to meet the technical requirements outlined in section 3.3.1 -  Computing Hardware Specifications for DIMS hosting, and finalized in collaboration with the Beneficiary's IT experts during the analysis phase.
· Load and Stress Conditions: Simulate high load, peak usage, and stress conditions such as a surge in concurrent users and large data processing tasks that may affect cloud environment.
· Security Compliance: Ensure that the cloud environment meets regulatory security standards (e.g., GDPR) and internal security policies for handling sensitive agricultural and pest monitoring data.
Cloud Success Criteria

· Performance Metrics: All performance tests must meet the agreed-upon response times, throughput, and system performance targets defined in the system specifications.
· Scalability: The system should scale without service degradation, ensuring no bottlenecks or crashes during load increases.
· Availability: Cloud services should be operational and available as per the agreed-upon SLA (99,5%). Unplanned downtime should be minimized and adhere to the acceptable limits.
· Data Integrity: No data should be lost or corrupted during backup, migration, or recovery processes.
· Security Compliance: All security tests should pass, confirming that data encryption, access controls, and other security mechanisms are properly implemented and secure.


[bookmark: _Toc207121924]3.7.4 User Access and Authentication Test

0. Test: Test the user authentication and authorization mechanisms in the cloud environment, such as Single Sign-On (SSO), two-factor authentication, and role-based access control.
0. Condition: Ensure that all user roles and permissions are correctly configured, and access control mechanisms are implemented.
0. Success Criteria: Users should only be able to access data and functionality as allowed by their roles. Unauthorized users should be unable to access sensitive data or critical functionality.

[bookmark: _Toc207121925]3.7.5 Operational acceptance Tests

To ensure that DIMS meets all required standards of quality, performance, security, and usability, the Consultant shall design and execute a comprehensive validation approach, covering every critical phase of system delivery. This section outlines the key activities and deliverables that will govern the assurance of system quality, including quality planning, functional and non-functional testing, security verification, and final user validation. The Consultant is responsible for ensuring that each phase is thoroughly documented, executed according to best practices, and aligned with the specific needs and operational expectations of the Beneficiary. Throughout this process, the Consultant should also support ANF personnel involved in testing and validation phases. 

Quality Assurance Plan

The Consultant shall prepare Quality Assurance Plan in accordance with the requirements of the project, as outlined in these ToR, for the monitoring of the quality of system development. The Project Quality Assurance Plan shall include: 
1. the standards and procedures applied for each phase.
1. the input and output criteria for each phase.
1. the verification, test and validation activities to be carried out.
1. the planning of the verification, test and validation activities to be carried out including schedules, resources and approval processes.
1. specific responsibilities of the quality activities.

The following elements should be addressed: 
1. project is properly organized, with an appropriate life cycle.
1. development team members have defined tasks and responsibilities.
1. documentation plans are implemented.
1. documentation contains what is specified in the current ToR
1. documentation and coding standards are followed.
1. standards, practices and conventions are adhered to 
1. metric data is collected and used to improve products and processes.
1. reviews and audits take place and are properly conducted.
1. tests are specified and rigorously carried out.
1. problems are recorded and tracked.
1. projects use appropriate tools, techniques and methods.
1. software is stored in controlled libraries.
1. software is stored safely and securely.
1. software from external suppliers meets applicable standards.
1. proper records are kept of all activities.
1. staff are properly trained.
1. risks to the project are minimized.

Functional Tests

During the development, the Consultant is required to provide documentation for testing DIMS functions including:
1. List of all functional tests,
1. Testing scripts,
1. Testing data,
1. Testing methodology (manual tests, automated tests, etc.) and tools,
1. Test results report.

All test scenarios must be validated by the Contractor and should be designed to strictly encompass the functionalities and requirements outlined in these Terms of Reference (ToR). This ensures that each aspect of the DIMS is rigorously evaluated for compliance and operational suitability before proceeding to subsequent stages of testing.

Performance Tests

Under heavy load conditions, the system may experience performance challenges. To address this, the Consultant is expected to conduct stress and performance testing and provide comprehensive test reports. These performance tests must be conducted on the agreed-upon cloud infrastructure.
Tests must confirm that the system performs as required in non-functional requirements. The Consultant must provide the following:
1. Testing methodology and tools,
1. Test scripts,
1. Test data,
1. Test results report.
1. 
Important: In addition to providing the testing documentation, the Consultant may conduct performance tests, as required by ANF, to ensure the DIMS operates as intended. These tests may be performed, for instance, following the setup and configuration of the cloud environment, as well as after pilot or full deployment of the DIMS in the cloud environment. 
Security Tests

Security is a major concern of all web applications, especially those publicly available through the Internet. The Consultant is required to perform isolated penetration tests covers hosting environment and custom-developed software (DIMS). The Consultant must provide the following:
1. Test methodology and tools,
1. Test scripts with technical details,
1. Test data,
1. Final security tests report.

Condition: The cloud environment tests have been executed and successfully passed, and the DIMS solution has been fully deployed in the specified cloud environment.
Success Criteria: The DIMS solution must demonstrate compliance with security standards by successfully mitigating at least the OWASP22 Top 10 risks, including:
1. Injection,
1. Broken Authentication,
1. Sensitive Data Exposure,
1. XXE,
1. Broken Access Control,
1. XSS,
1. Insecure deserialization,
1. Using components with known vulnerabilities,
1. Insufficient logging & monitoring.

Important: As with performance tests, these tests may need to be conducted multiple times, such as following the setup and configuration of the cloud environment and after the partial or full deployment of the DIMS in the cloud environment.

User Acceptance Test

The User Acceptance Test (UAT) serves as the final checkpoint to ensure that the delivered DIMS solution meets the Beneficiary's business requirements and operational needs before formal acceptance. UAT is a collaborative process involving end-users who will utilize the system in real-world scenarios, with full support and guidance from the Consultant to ensure smooth execution.

Execution Approach implies:
1. Preparation Phase:
0. The UAT process is based on detailed specifications and business requirements defined during the analysis phase
0. The Consultant shall be responsible for developing the UAT plan in collaboration with the Beneficiary's designated team. This plan will clearly define test objectives, detailed test cases(scenarios), success criteria, and the roles and responsibilities of all parties involved. The Beneficiary must approve the UAT plan before testing begins.
0. The Consultant provides necessary documentation, training, and tools to support UAT activities.
1. Testing Environment Setup:
1. The testing environment mimics the actual operational setup, ensuring realistic scenarios.
1. The Consultant shall ensure that the system is configured correctly and ready for user testing, including any required data, workflows, and configurations.
1. User Involvement:
2. Actual system users, who represent the Beneficiary’s operational teams, shall perform the tests to validate business workflows and functions.
2. The testing process shall perform typical tasks, edge cases, and scenarios that align with day-to-day operations and exceptions.
1. Consultant’s Support:
3. The Consultant remains available to provide hands-on guidance, answer questions, and address any issues encountered during the UAT.
3. Quick resolutions to minor issues ensure that testing remains on schedule.
Delivery expected results:
· Real-World Validation: The UAT shall focus on replicating the Beneficiary's real-world business processes, ensuring that the DIMS supports ANF’s envisioned workflows.
· Feedback Mechanism: Any identified discrepancies, bugs, or suggestions for improvement are logged and communicated to the Consultant for resolution.
· Compliance:
The UAT must ensure that DIMS complies with all business and functional requirements outlined in these ToR, encompassing performance, reliability, usability, and alignment with DIMS-specific compliance standards.


[bookmark: _Toc207121926][bookmark: _Hlk205198127]4. Qualification Requirements 

4.1. Consultant`s qualifications requirements
[bookmark: _Hlk210133912]The Consultants shall provide information on: core business and years in business, presentation of relevant contracts or projects in institutional development projects, including IT systems developed in cloud, hybrid, and on-premises infrastructure for private or public institutions. The Consultants should demonstrate, for the last 10 years, general experience at national level. References will be provided.  
[bookmark: _Hlk210133955]The Consultants should have specific* recent experience (within the last 5 years) in similar projects / contracts related to design and development of a Laboratory IT applications, preferably covering at least 3 projects. This experience should include the development of IT systems of comparable complexity, with components such as project submission, evaluation, monitoring, implementation, and reporting. Evidence of this experience should be provided through copies of recommendation letters from Contracting Authorities/Clients, or copies of approval documents for deliverables/services/Final Reports. 
*) Examples of relevant experience may include:
· Developing large-scale or enterprise-level IT systems (≥1,000 users or multiple locations) covering:
· Laboratory workflow analysis and quality standards (e.g., ISO/IEC 17025:2017).
· Laboratory Information Management Systems (LIMS) or related enterprise applications.
· Integration with external data sources (national registers, regulatory databases, lab instruments).
· Performance and quality assurance testing.
· Implementing systems with capabilities such as:
· Complex laboratory workflows (barcode tracking, SOP-driven validation, multi-unit coordination).
· Real-time data processing and integration from multiple instruments and external systems.
· Automated report generation and distribution based on validation rules/regulations.
· Compliance monitoring and reporting (e.g., SSD2 XML to EFSA, audit traceability).
· Laboratory data digitization, structured processing, analytics, and dashboards.
· Modular and interoperable system architecture.
· Web portals for external user interaction.
· Regulatory reporting and traceability under national or EU regulations.

4.2. Team Composition & Experts`Qualification Requirements
The Consultant is expected to present a team capable of successfully implementing the DIMS solution, according to the requirements outlined in the Terms of Reference and within the specified timeline.
The team must consist of at least 4 key experts and should also comprise at least 10 non-key experts. The key experts shall comply with the following qualifications and experience requirements:
Table 8 - Key Experts, qualification and experience
	Role
	Count
	Qualifications and experience

	Project Manager
	1
	University degree (minimum Bachelor's) in computer science, software engineering, information technology, or in engineering with specialization or proven experience in IT project management. At least 3 years of experience in managing contracts or projects, preferably in the fields of laboratory information systems, healthcare, environment, or agri-food safety. Demonstrated success in developing and delivering at least two systems of similar complexity. Proven experience in coordinating multidisciplinary teams, managing risk, and ensuring timely delivery of complex software and IT infrastructure projects in the public sector.

	Senior Business Analyst
	1
	University degree (minimum Bachelor's) in computer science, information systems, software engineering, business administration, or economics. With a minimum of 3 years of experience in analyzing business processes and defining software requirements for digital transformation projects. Experience in gathering and documenting complex business requirements for at least two systems of similar complexity, ensuring alignment between business needs and technical solutions. Proven ability to document workflows, identify optimization opportunities, and translate user needs into functional and non-functional system requirements.

	Technical Lead
	1
	University degree (minimum Bachelor's) in computer science, software engineering, information technology, or electronics and telecommunications. Over 5 years of hands-on experience in software development, with a strong understanding of modern coding practices and technologies. With over 3 years of team leadership experience and at least one project implementing large-scale IT systems (e.g., for 1,000+ users or multiple locations), including database and API integration.

	Senior Developer
	1
	University degree (minimum Bachelor's) in computer science, software engineering, or information technology. A minimum of 3 years of experience in software development. Proven experience with technologies such as .NET/PHP/Java/Python/Node.js or equivalent, mobile development technologies (e.g., Flutter, React Native or equivalent), and cloud platforms such as Azure/AWS or equivalent. Experience in developing frontend and backend components, APIs, mobile application development, and cloud integration shall be considered a plus. Participation in at least two large-scale IT projects (e.g., for at least 1,000 users or under use in multiple locations), preferably involving laboratory information systems, data validation workflows, or public sector compliance systems.



In addition to the mandatory qualifications specified for each position, relevant professional certifications shall be considered as desirable and may contribute to the evaluation of the Technical Proposal.
It is expected that the non-key experts included by the bidder in the project team should implement the following main indicative tasks, as shown below:

Table 9 - Non-Key Experts and their main indicative tasks
	Role
	Count
	Main indicative tasks

	Senior Developers
	2
	Develop and maintain core system functionalities, including APIs, analytical data processing, and user interface design for laboratory workflows.

	Senior Business Analyst
	1
	Supports documentation, workflow mapping, and requirement validation. Assists in process optimization and usability assessments.

	Solution and Infrastructure Architect
	1
	Designs and manages cloud and on-premises infrastructure to ensure high availability, security, and compliance. Develops the technical architecture of the DIMS, ensuring alignment with laboratory-specific needs and infrastructure requirements.

	Compliance & Data Governance Officer
	1
	Ensures GDPR compliance, cybersecurity, and regulatory adherence (e.g., ISO/IEC 17025, SSD2). Manages audit logs, data lifecycle documentation, and regulatory reporting.

	Testing and Quality Assurance Specialists
	2
	Conduct unit testing, integration testing, and user acceptance testing (UAT) to identify, document, and track bugs for resolution, ensuring a stable and reliable system. Collaborate with Business Analysts to create test scenarios and documentation. Support Senior Developers in resolving issues and improving system reliability.

	Integration Specialist
	1
	Manages system integrations with external platforms (e.g., PESTEXPERT, EU Pesticide Database, ROeID). Ensures data synchronization and laboratory workflow automation.

	Trainers
	2
	Deliver comprehensive training to end-users on effective use of the DIMS system. Develop training materials, conduct user training sessions, and provide support. Tailor training programs to specific laboratory profiles (Residue, Chemistry, Diagnosis).





[bookmark: _Toc207121927]5. Reporting Requirements and Time Schedule for Deliverables

The project is expected to last 13 months, following a timeline that ensures a structured and phased implementation of the DIMS. This includes analysis, configuration, testing, deployment, and operational stabilization. All key milestones are aligned to achieve full operational readiness of the DIMS platform within this timeframe.
The implementation of the DIMS solution shall be carried out in three main phases:
· Analysis and Design Phase (3 months)
· Pilot Implementation Phase (6 months)
· Final Rollout and Stabilization Phase (4 months)
The Bidder shall include in its offer a detailed implementation plan, describing the timeline, milestones, and core activities for each phase, demonstrating full alignment with the expected 13-month schedule.


[bookmark: _Toc207121928]5.1 Phases and Subphases of the Project

The DIMS implementation project is expected to span 13 months, structured in three core phases:
· Analysis and Design Phase – 3 months
· Pilot Implementation Phase – 6 months
· Final Rollout and Stabilization Phase – 4 months
The Bidder shall structure their offer to reflect these three phases and provide a timeline aligned with the scope of activities described below.
[bookmark: _Toc207121929]P1. Analysis and Design Phase (Months 1–3)

P1.1 Project Kick-Off and Stakeholder Alignment

Objective: Launch the project by establishing a shared understanding of objectives, roles, communication protocols, and initial planning baselines.
Key Activities:
· Organize a Kick-Off Meeting with ANF representatives.
· Present the Project Initiation Document (PID), including:
· High-level timeline and work breakdown structure.
· Preliminary risk register and mitigation measures.
· Document and communication protocols.
· Define deliverables approval workflows and documentation exchange standards.
· Confirm roles and responsibilities, reporting structure, and escalation process.
P1.2 Business Process Analysis and Requirements Gathering

Objective: Analyze the operational processes of ANF laboratories and define DIMS functional and technical requirements for each laboratory type.
Key Activities:
· Review ANF workflows for:
· Residue LABS testing 
· Chemistry LABS
· Diagnose LABS (all units belonging to ANF)
· Identify local forms, SOPs, and sample/test workflows.
· Document data fields, validation rules, and reporting requirements (e.g., SSD2).
· Specify integration needs with:
· Laboratory instruments (e.g., GC-MS, LC-MS/MS) through the desktop client (monitor agent)
· External systems (e.g., PESTEXPERT, EU databases)
· Draft the Functional Specification Document (FSD) and review it with stakeholders.

P1.3 Technical Architecture and Integration Planning
Objective: Design a secure, scalable cloud architecture that supports all required DIMS modules and integrations.
Key Activities:
· Assess ANF’s IT landscape (local infrastructure, connectivity, Active Directory).
· Design technical architecture for:
· Web-based DIMS core
· Desktop connector for instrument data integration
· Secure client portal interface
· Define external data exchange protocols (API, SFTP, manual import).
· Plan identity integration with ANF IdP and with ROeID at client portal level
· Define approach for migrating legacy Excel/GEPRO data and harmonizing nomenclatures.
[bookmark: _Toc207121930]P2. Pilot Implementation Phase (Months 4–9)
This phase should involve the development, configuration, integration, and internal testing of all DIMS modules in a pilot environment. Selected ANF laboratories will be used to validate core functionalities, SOP alignment, system performance, and regulatory compliance. The objective is to ensure the readiness of all modules before full-scale deployment.
To ensure flexibility and progressive validation, Phase 2 shall follow an iterative implementation approach structured into three iterations:
· Iteration 1 (MVP Release): delivery of the minimum functional product enabling end-to-end operation in selected pilot laboratories. It shall include the core workflow (sample registration → analysis → report), essential user roles, and integration with at least one analytical instrument type.
· Iteration 2 (Expanded Pilot): addition of high-priority modules such as advanced reporting, EFSA XML export, extended instrument interfaces, and refinements identified during MVP validation.
· Iteration 3 (Stabilization and Optimization): system hardening, security and performance optimization, and preparation for Phase 3 rollout.
Each iteration shall include activities for configuration, testing, documentation, and ANF validation. The consultant shall present an iteration plan within the Inception Report, detailing scope, timelines, and acceptance criteria for each iteration. Progress to the next iteration shall depend on ANF’s formal acceptance of the previous one. This approach ensures continuous learning, controlled risk, and effective knowledge transfer to ANF staff throughout the pilot phase.
P2.1 Development and Configuration of Core Modules
Objective: Implement all functional modules of the DIMS in accordance with the specifications outlined in section 3.1 and validated requirements from Phase P1.
Key Activities:
· Configure and interconnect the following DIMS modules:
· System Administration and Configuration Module – for role-based access, audit setup, and parameter controls.
· Laboratory Personnel Management Module – for managing authorized users, responsibilities, and training records.
· Laboratory Equipment Management Module – for tracking instruments, calibration logs, and usage status.
· Sample Lifecycle and Result Management Module
· Client Portal with Document Management and Ticketing 
· EFSA Reporting Module – for generating and validating SSD2-compliant exports.
· Reporting and Statistics Module.
· Audit and Compliance Monitoring Module – for internal traceability, alerts, and anomaly detection.
· Implement centralized configuration for:
· SOP-linked form templates (per lab type and unit)
· Lab-specific nomenclatures (substance–matrix, EPPO codes, analytical parameters)
· Validation rules and access control by role/lab
P2.2 Instrument Integration and Desktop Client Deployment
Objective: Ensure integration between the DIMS system and existing laboratory instrument software through desktop connectors.
Key Activities:
· Develop and install a DIMS Desktop Client for local use in pilot laboratories.
· Map data structures from instrument exports (GC-MS, LC-QTOF, Orbitrap, etc.) to DIMS analytical report templates.
· Implement format-specific parsers (XLSX, CSV) for each equipment vendor or lab type.
· Link imported data to test records and final reports.
P2.3 Setup of Parameterized Forms and Laboratory Nomenclatures
Objective: Configure digital forms and controlled terminologies tailored to each type of laboratory within ANF.
Key Activities:
· Digitize existing paper forms and SOP annexes (e.g., F1 PO BA1, F2 PO-RP2) into dynamic DIMS templates.
· Include:
· Parameterized fields (dropdowns, units, formulas)
· Version control and edit history
· Conditional validation and SOP cross-linking
· Create lab-specific nomenclatures such as:
· Residue: Substance-matrix pairs, MRL references
· Chemistry: Formulation codes, % AI
· Diagnosis: Pest/pathogen, EPPO codes, host plant names
· Configure update workflows and role-based editing access.
P2.4 External Systems Integration and Interoperability Setup
Objective: Enable secure, rule-based data exchange with third-party systems used in regulatory and operational workflows.
Key Activities:
· Design and implement integration points with:
· PESTEXPERT (internal): nomenclature alignment, PPP associations
· EFSA DCF (Data Collection Framework) portal: structured XML generation and upload workflows
· Authentication services (ANF IdP or ROeID) for role-based portal access
· Support both scheduled synchronization and manual data import modes.
· Log all external exchanges within the audit trail.
· Document API endpoints, validation schemas, and error handling flows.
P2.5 System Testing (Pilot Laboratories)
Objective: Execute detailed internal testing of all configured functionalities, in accordance with section 3.6, before formal user acceptance testing.
Testing Types and Scope:
· Functional Tests:
· End-to-end workflow testing: registration → analysis → validation → report
· Form versioning, user roles, lab-specific workflows
· Multi-role access and RBAC enforcement
· Performance Tests:
· Concurrent sample processing, result import throughput
· Stress scenarios on dashboard/reporting layers
· Security Tests:
· Login, password policy, and session expiration
· Audit log integrity and restricted access enforcement
· Instrument Integration Tests:
· File parsing and automated result assignment
· Data matching and validation triggers
· EFSA Reporting Tests:
· SSD2 XML export completeness and compliance
· Field mapping and rule-based checks
Testing shall be executed in at least three pilot labs.
All results will be documented in internal testing reports, to be reviewed by ANF and RAPID-PMU.
P2.6 Training and Knowledge Transfer (Pilot Phase)
Objective: Provide pilot lab personnel and ANF support staff with the necessary skills to operate and maintain the DIMS platform.
Key Activities:
· Develop and deliver training tailored by role:
· Lab Analysts: sample registration, test results, form usage
· QA Officers: validation and audit processes
· IT/Admins: configuration, user management, backups
· Training formats:
· On-site sessions
· Quick start guides and manuals
· Video tutorials and simulated workflows
· Gather feedback and suggestions for final refinement prior to rollout
This phase should be in full alignment with 3.4 – Training and training materials
[bookmark: _Toc207121931]P3. Final Rollout and Stabilization Phase (Months 10–13)
This phase ensures the full operationalization of the DIMS platform across all targeted ANF laboratories. It covers enhanced testing, final adjustments based on pilot feedback, and full deployment in production. It also includes user onboarding, documentation finalization, and confirmation of compliance with all technical and regulatory requirements.

P3.1 Final Refinements and Enhancements Based on Pilot Feedback
Objective: Implement approved changes and usability improvements identified during the pilot phase.
Key Activities:
· Adjust workflows, form templates, nomenclatures, or UI elements based on user feedback.
· Refactor validation logic, user permissions, and data views as required.
· Enhance performance, stability, and security based on internal testing logs and operational observations.
· Update training materials and documentation to reflect new changes.
· Prepare final test scripts for full deployment acceptance.

P3.2 Final Internal Testing Across All Modules
Objective: Conduct comprehensive internal testing of the final system build across all modules and laboratory types.
Key Activities:
· Functional retesting of all modules, with emphasis on:
· Sample Lifecycle
· EFSA Reporting
· Audit and Compliance
· Client Portal
· Laboratory Equipment and Personnel Management
· Cross-module testing: simulate full sample journey across multiple labs
· Security and RBAC testing with expanded user groups
· Instrument result import testing with full load scenarios
· SSD2 compliance verification and final test export
· Validation of alerts, audit logs, role-based restrictions, and access history
All testing shall be documented with traceability matrices and issue tracking logs. Revisions will be applied as needed and revalidated prior to UAT.

P3.3 User Acceptance Testing (UAT)
Objective: Conduct formal UAT with selected ANF users to confirm that the system meets all business, functional, and compliance requirements.
Key Activities:
· Develop UAT scenarios reflecting real-world tasks (e.g., registering a residue sample, validating test results, issuing EFSA report).
· Coordinate testing sessions with lab personnel, QA officers, and administrators.
· Provide UAT guide and forms for structured feedback collection.
· Address any remaining issues, re-test, and obtain formal sign-off.

P3.4 Full Production Deployment Across All Laboratories
Objective: Roll out the validated DIMS solution to all ANF laboratories (central and regional), replacing existing tools and processes.
Key Activities:
· Final deployment of DIMS production version in all lab sites.
· Migrate legacy data from Excel, GEPRO, or other tools as needed.
· Final system configuration per lab (e.g., SOP mapping, result templates, nomenclatures).
· Validate connectivity with instrument PCs and ensure desktop client availability.
· Confirm operational readiness via internal checklist and stakeholder sign-off.

P3.5 Staff Onboarding and Support Structure Activation
Objective: Ensure all laboratory users, managers, and support staff are trained and ready for full DIMS adoption.
Key Activities:
· Deliver final structured training by user profile and lab type.
· Ensure documentation and materials are distributed and accessible.
· Set up support/helpdesk structure, define escalation flow.
· Confirm knowledge transfer to ANF IT for basic system admin and backup routines.

P3.6 Final Acceptance and Compliance Review
Objective: Validate full system compliance with technical specs, operational requirements, and national/EU regulations.
Key Activities:
· Final audit of security, traceability, and EFSA data conformity
· Validate backup, recovery, and logging procedures
· Review all documentation and training logs
· Prepare the final acceptance report including:
· Compliance matrix
· Test logs and results
· Signed UAT reports
Upon approval, the DIMS platform will be declared ready for long-term operational use and support.
Upon completion of this phase and final acceptance, the newly implemented DIMS shall completely replace the legacy GEPRO system for all covered workflows. GEPRO shall be considered decommissioned and its functions fully migrated to or replicated within the new system.


[bookmark: _Toc207121932]5.2 Reports – Deliverables Overview
The following table outlines the project reports, key deliverables, and expected timelines for the major project milestones. Each report shall demonstrate the successful completion of the corresponding implementation phase and must be submitted for review and approval by the Beneficiary (ANF) and the RAPID-PMU.
Table 11 – Milestones and Deliverables
	Milestone
	Report No.
	Report Name
	Purpose and Key
Deliverables
	Timeline

	Completion of Analysis and Design Phase
	R1
	Analysis Phase Report
	This report marks the completion of the Planning and Analysis phase (Months 1–3).
Key deliverables:
• Documentation of business process analysis for residue, chemistry, and diagnosis workflows
• Functional and non-functional requirements refinements• Technical infrastructure planning and architecture design
• Data migration strategy from legacy systems (e.g., GEPRO)
• Integration plan with instruments and external systems (PESTEXPERT, EFSA DCF)
• Initial estimation of cloud resource usage (compute, storage, network
• Initial version of the Functional Specification Document (FSD)
	T0 + 3 months

	Completion of Pilot Implementation and Cloud Deployment
	R2
	Pilot Implementation and Deployment Report
	This report marks the completion of the Pilot Implementation Phase (Months 4–9), including full deployment of the DIMS pilot system in a cloud environment.
Key deliverables:
• DIMS module configuration report
• Test scenarios (functional, performance, security, UAT)
• Cloud infrastructure deployment documentation
• DIMS pilot compliance verification report
• Internal testing reports (including instrument integration)
• EFSA SSD2 export verification
• Performance evaluation report (including user feedback)
• Training completion report (for pilot labs)
• Training manuals and video materials
• Source code of the DIMS pilot system
	R1 + 6 months

	Final DIMS Deployment and Operational Readiness
	R3
	Final Deployment Report
	This report confirms the successful full-scale deployment of the DIMS platform across all ANF laboratories (central and regional).
Key deliverables:
• Updated source code (production version)
• Updated training and user documentation
• Updated testing scenarios and validation reports
• Final data migration report (including GEPRO legacy data)
• Final compliance testing results (functional, security, UAT)
• Operational checklist and readiness confirmation
• Final acceptance report certifying full compliance with the ToR
	R2 + 4 months

	Support and Maintenance Summary Report
	R4
	Final report
	This report shall confirm the successful of the support and maintenance activities carried out since Report No. 3, including project management and continuous operational support. The report outlines post-deployment activities, including issue resolution, system health and performance checks, applied patches and configuration updates, and helpdesk logs documenting user support and incident management.
	R3 + 10 months or until May 2028 (whichever occurs first), (10 months from R3 approval)



Note : 
 T0 + X months = due X months after contract signing
 R# + X months = due X months after approval of referenced report (e.g., R1)
Submission and Approval Process
· All reports must be delivered to both ANF and RAPID-PMU, in two signed original copies (one for each institution), along with electronic versions.
· All documentation must be submitted in Romanian, signed by the Consultant.
· If revisions are required, the Consultant must address and resubmit corrections within 5 working days, or within a mutually agreed timeframe.


[bookmark: _Toc207121933]5.3 Cybersecurity risks
The Consultant shall:
· Include in each periodic progress report a dedicated section describing the status of compliance with cybersecurity risk management practices, along with any foreseeable risk mitigation measures that may be required;
· Immediately notify the Client of any cybersecurity risks that could impact the consulting services, deliverables, or underlying digital infrastructure associated with the contract.
These obligations are mandatory throughout the duration of the assignment and are intended to ensure transparency and early mitigation of potential security threats.


6. [bookmark: _Toc207121934]Client’s Input and Counterpart Personnel

[bookmark: _Toc207121935]6.1 ANNEXES
The annexes mentioned in these ToRs are listed below.

[bookmark: _Annex_Methods_PO][bookmark: _Toc207121936]Annex PO – Methods and Forms – Residue Laboratory


[bookmark: _Annex_PO_–][bookmark: _Toc207121937]Annex PO – Methods and Forms - Chemistry Laboratory


[bookmark: _Annex_PO_–_1][bookmark: _Toc207121938]Annex PO – Methods and Forms – Diagnosis Laboratory


[bookmark: _Toc207121939]Annex Reagents 1: PO-RP 2 – Preparation, Identification, and Storage of Standard Solutions (Residue Laboratory)

[bookmark: _MON_1822553232]  
[bookmark: _Toc207121940]Annex Reagents 2: PO DG 2 – Reagents and Culture Media (Diagnosis Laboratories)


[bookmark: _Toc207121941]Annex Reagents 3: PO CH 9 – Reagents and Reference Materials (Chemistry Labs)


[bookmark: _Toc207121942]Annex A1 – Chemistry Laboratory Workflow


[bookmark: _Toc207121943]Annex A2 – Residue Laboratory Workflow


[bookmark: _Toc207121944]Annex A3 – Diagnosis Laboratory Workflow


[bookmark: _Toc207121945]Annex A4 - instructions and XLS - EFSA reporting


[bookmark: _6.1.1_-_ANNEX][bookmark: _6.1.2_-_ANNEX][bookmark: _6.1.3_-_ANNEX][bookmark: _6.4_-_ANNEX][bookmark: _6.1.4_-_ANNEX][bookmark: _ANNEX_2.0_][bookmark: _ANNEX_LIMS_–][bookmark: _Toc207121946]ANNEX DIMS – GEPRO Instructions



[bookmark: _ANNEX_2.0__1][bookmark: _Toc207121947]ANNEX 2.0  -  Technical Support and Help Desk Services

1. Technical Support and maintainance services
Throughout the duration of the contract and the period, the Consultant shall provide:
· Technical support for the administration and management of the Cloud infrastructure on which the system operates.
· Technical support for all delivered components and system modules, ensuring continuous and optimal functionality, including: 
· System Administration and Configuration Module
· Laboratory Equipment and Personnel Management Module
· Sample Lifecycle and Result Management Module
· EFSA Reporting Module
· External Client Portal and Ticketing Interface
· Audit and Compliance Monitoring Module
· Reporting and Statistics Module
· comprehensive maintenance services, including corrective, preventive, adaptive, and perfective maintenance to address system issues, implement improvements, and accommodate changes in operational requirements.

2. Help Desk Services

The Consultant’s Help Desk support shall be provided for all functions of the DIMS, including the modules developed and updated as part of this contract.
The Bidder shall include in its offer details regarding helpdesk support and the organizational methods of the helpdesk team. The contact point should be available according to the ANF’s working schedule, ensuring that any incident is promptly reported and addressed.
Incident notification shall be carried out through a service desk (incident management solution) provided by the Consultant. This solution should:
 Receive and classify incidents based on priority.
 Resolve standard issues directly.
 Escalate complex issues (e.g., system bugs, integration failures) to higher-level technical support within the Consultant's team.

The Consultant’s Help Desk service shall:
· Manage complaints registered in the service desk provided by the Consultant.
· Register incidents in a centralized manner and monitor their resolution until confirmation is received from the initial user reporting the problem.
· Ensure the efficient handling and resolution of incidents while maintaining clear communication with ANF’s support team.

The service desk shall cover  all incidents, technical support requests and modification requests for the warranty, technical support and maintenance services

3. Help Desk Team Responsibilities
The Consultant’s Help Desk team must ensure:
· Reception of incidents from ANF users through the service desk provided by the Consultant
· Classification and prioritization of incidents, if not already assigned by ANF.
· Identification of the source of the reported problem.
· Escalation of unresolved incidents to higher support levels when necessary.
· Resolution of incidents based on feedback received from advanced support levels.
· Notification of users regarding the resolution of reported incidents.
· Management of modification requests and forwarding them to higher levels when needed.
· Maintenance of an incident database.
· Generation of periodic activity reports regarding managed incidents.

4 Incident Priority Levels

ANF establishes the following maximum resolution times for the incidents, applicable for both warrany and technical support services :

	Priority Level
	Severity
	Maximum Resolution Time

	Priority 4
	Very Low
	24 hours

	Priority 3
	Low
	16 hours

	Priority 2
	Medium
	8 hours

	Priority 1
	High
	4 hours



5. Incident Classification and Evaluation
ANF reserves the right to classify incidents according to their priority level, and this classification is binding for the Consultant.
The Consultant cannot modify the priority level assigned by ANF.
The priority levels apply to all incidents recorded in the incident management solution provided by the Consultant. ANF reserves the right to evaluate resolution quality and compliance with service level agreements (SLAs) to ensure proper incident handling and system reliability.

[bookmark: _Toc207121948]6.2 Client’s input and responsibilities

Responsibilities of the Beneficiary (ANF)
The National Phytosanitary Authority (ANF) shall oversee the implementation and management of the DIMS by assuming the following responsibilities:
· Providing Information
ANF shall ensure that all relevant data, operational documentation, legacy reports (e.g., from GEPRO), and applicable regulatory guidelines are made available to the Consultant in a timely manner, to support accurate system analysis, configuration, and implementation.
· Designating Points of Contact
ANF shall assign dedicated personnel to collaborate with the Consultant throughout all project phases. These responsibilities include:
· Granting necessary access to ANF infrastructure, systems, and documentation repositories.
· Appointing a Contract Manager to oversee progress, communication, and coordination with the Consultant.
· Offering structured guidance and validation support during the business process analysis and requirements gathering phase.
· Participating in and overseeing internal testing conducted by the Consultant and organizing internal verification and acceptance procedures at ANF level prior to formal approval.
Client’s Project Management Unit (PMU RAPID) responsibilities:
· Acceptance for payments – Processing contract payments as per agreed contractual terms.
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1. SCOPUL

Prezenta procedură se referă la prepararea, identificarea şi stocarea soluţiilor stoc, a soluţiilor standard intermediare şi a soluţiilor de calibrare.

 2. DOMENIU DE APLICARE

Prezenta procedura se aplica in cadrul LCRPPPV.

3. DOCUMENTE DE REFERINTA

3.1. REGLEMENTARI INTERNATIONALE

- GHIDUL SANTE 11813/2017  -  Validarea metodelor si procedurilor de control al calitatii pentru analizele reziduurilor de pesticide in alimente si furaje.


 3.2. LEGISLATIE PRIMARA

- SR EN ISO/CEI 17025:2018 - Cerinte generale pentru competenta laboratoarelor de incercari si etalonari;

 3.3. PROCEDURI, INSTRUCŢIUNI ASOCIATE

- PO-RP 5 – Estimarea incertitudinii;


- PO-RP 6 – Verificarea completă a balanţei;


- PO-RP 7 –Verificare baloane cotate ;


- PO-RP 8 – Verificarea dispenserelor;


- PO-RP 9 – Verificarea pipetelor automate ;


- PO-RP 10 – Verificarea pipetelor volumetrice ;

- PSL-05 – Asigurarea calităţii rezultatelor analizelor;


- IS-RP 2  - Instrucţiuni de lucru - Balanţa analitică;


- IS-RP 3  - Instrucţiuni de lucru - Balanţa tehnică;

4. DEFINIŢII ŞI ABREVIERI

 4.1. DEFINITII :


- Standard pur – un eşantion de o puritate înaltǎ cunoscutǎ (de peste 94%) dintr-un analit solid/lichid (sau standard intern).


- Standard – termen general care se poate referi la un standard ’’pur’’, standard stoc, standard de lucru, sau standard de calibrare.


- Standard intern - un compus chimic, în cantitate cunoscută, adǎugat la un moment bine determinat în timpul analizei în vederea determinării identitǎţii şi/sau a cantităţii de analit.


- Soluţie standard stoc – soluţia cea mai concentrată de standard pur sau standard intern, care se utilizează  pentru prepararea standardelor de lucru sau standardelor de calibrare,


adica  soluţia stoc este considerată soluţia cu concentraţia cea mai mare, în general (1000 ppm)1g/L.


- Soluţie standard de lucru –termen general utilizat pentru a descrie diluţiile pentru standardul stoc, care este utilizat de exemplu, pentru regăsiri sau pentru prepararea standardelor de calibrare.

- Soluţia standard  intermediară (5 ppm)  este solutia care se  prepara din soluţiile stoc.


- Soluţie standard de calibrare -  o soluţie  a analitului utilizată pentru calibrarea sistemului de determinare. Poate fi preparat dintr-un standard de lucru şi se poate adǎuga la o matrice.

- Soluţie standard de calibrare este solutia folosita pentru trasarea curbelor de calibrare şi sunt preparate din soluţia standard intermediară (5 ppm).


4.2 ABREVIERI     

		Nr. crt.

		Abrevieri

		Termenul abreviat



		1.

		PSL

		Procedura de sistem pentru laboratoare



		2.

		PO-RP

		Procedura pentru laborator reziduuri pesticide (LCRPPPV)



		3.

		IS

		Instructiuni de lucru pentru laborator reziduuri pesticide (LCRPPPV)



		4.

		F PO-RP

		Fisa pentru laborator reziduuri pesticide (LCRPPPV)



		5.

		GC MS

		Gaz cromatograf cuplat cu spectrometru de masa 



		6.

		LC MS

		Lichid  cromatograf cuplat cu spectrometru de masa 



		7.

		HCB

		Hexaclorbenzen - standard intern pentru gaz cromatograf



		8.

		TPP

		Trifenil fosfat- standard intern pentru lichid cromatograf



		9.

		MADR

		Ministerul Agriculturii si Dezvoltarii Rurale



		10.

		OUG

		Ordonanta de Urgenta a Guvernului



		11.

		Reactiv p.a.

		Reactiv pentru analiza





		12.

		HPLC

		Lichid cromatograf de inalta performanta





 5. DESCRIEREA PROCEDURII 

Prepararea soluţiilor stoc se face de către responsabilul de standarde sau de locţiitorul acestuia. El răspunde şi de stocarea şi identificarea acestor soluţii.


                    APARATURA, STICLARIE  SI REACTIVI


Aparatura


- Balanta analitica Mettler Toledo Tip AX 205/M seria 1125073286 nr inv. 9065 MF;


- Balanta tehnica Kern tip EW3000-2M seria 05680142 nr. Inv. 9088 MF;

- Distilator GFL 2108 nr. Inv. 9102;

- Sistem de ultrapurificare a apei Milli Q;

- Dispensere  BRAND pentru solventi 1-50 ml si  1-10 ml;


- Pipete volumetrice din sticla cu bula de 10 ml, 15 ml ;


- Micropipeta Brand (10-100) µl si (100-1000) µl;


- Termometru cu mercur domeniu de lucru (0-100ºC).

· Sticlarie : Pahar Berzelius, Balon cotat, Sticle brune cu capac de teflon


· Reactiv


Toţi reactivii trebuie să fie de puritate corespunzătoare pentru analiză. 


- Toluen p.a. Sigma-Aldrich;

- Acetonă p.a. Sigma-Aldrich;

- Izooctan (2,2,4 -trimetilpentan) p.a. Sigma-Aldrich;

- Metanol HPLC;

- Izooctan / toluen (9:1) (v/v). (Se amestecă într-un recipient de sticlă 900ml izooctan cu 100ml toluen).


-Standard intern : Hexaclorbenzen Pestanal pentru GC MS –  si Trifenilfosfat Pestanal pentru LC-MS .


- Standarde conf anexei MR si MRC

5.1.  SOLUŢII STOC

5.1.1. Prepararea soluţiilor stoc


Se cântăresc la balanţa analitică cel puţin 10 mg standard analitic. Se dizolvă standardul în solventul corespunzător intr-un pahar Berzelius, se transferă într-un balon cotat de volum corespunzător ,astfel încât concentraţia soluţiilor obţinute să fie de 1mg/ml. Se spală paharul de mai multe ori cu mici cantităţi de solvent. Se aduce la semn şi se omogenizează. Se operează în fişa de evidenţă a standardului F2 PO-RP 2  completand cu: cantitatea de standard analitic folosit, data şi iniţialele responsabilului de standarde.


Se va completa fişa de cantarire standard F3 PO-RP 2. Fişa  trebuie să conţină următoarele informaţii: nume standard, furnizor, puritate standard şi număr lot, data de expirare a standardului, data de preparare a soluţiei stoc, data de expirare a soluţiei stoc, natura solventului, cantitatea de standard cântărită, concentraţia finală a soluţiei stoc,temperatura de lucru.


La fişă se ataşează şi bonul de cântărire de la balanţa analitică, cu  urmatoarele inregistrari : data cantaririi , seria balantei , denumirea pesticidului ,cantitatea cantarita . Fişa se păstrează într-un dosar  . 


5.1.2. Identificarea şi stocarea soluţiilor stoc 


Soluţiile stoc se depozitează în sticle brune de 25 ml cu capac de teflon. Se depozitează în congelator la temperatură mai mică de -20o C în cutii de plastic . 


Pe fiecare sticlă se lipeşte o etichetă cu: denumire standard, concentraţia soluţiei, natura solventului, data preparării, data expirării, iniţialele preparatorului. 


În aceste condiţii, soluţiile stoc îşi păstrează valabilitatea, conform prevederilor documentului SANTE 11813/2017, astfel: timp de 5 ani, solutiile preparate in toluen si 3 ani, cele preparate in metanol.

 5.1.3. Testarea şi înlocuirea soluţiilor standard


Atunci când soluţiile de standarde ating termenul de expirare, se verifică obligatoriu puritatea acestora. Soluţiile stoc sau cele de lucru vechi se compară cu soluţiile nou preparate în privinţa răspunsului dat de detector pentru diluţii corespunzătoare ale standardelor sau ale amestecurilor de standarde. Puritatea unui standard vechi se stabileşte prin prepararea unei soluţii stoc noi şi compararea răspunsurilor detectorului pentru substanţele conţinute. Vor fi investigate cauzele unor eventualele diferenţe inexplicabile între standardele noi şi cele vechi. 


Diferenţele dintre mediile măsurătorilor pentru soluţiile vechi şi cele noi nu trebuie să depăşească

 ( 5%. Totuşi pentru analiţii mai dificili, se poate accepta ca domeniu de variabilitate, o limită de

 ( 10%. Folosirea unui standard intern poate reduce numărul de repetări ale aceleaşi probe, necesar pentru atingerea pragului de ( 5%. Dacă răspunsul dat de detector al unui standard vechi, diferă de răspunsul standardului nou, cu mai mult de ( 5% (sau ( 10%, pentru analiţii mai dificili), se vor ajusta corespunzător timpii şi condiţiile de păstrare pe baza rezultatelor obţinute.


5.2. SOLUŢIILE STANDARD INTERMEDIARE (SOLUŢII PENTRU REGĂSIRE ŞI      SOLUŢII DE CALIBRARE)

Soluţiile standard intermediare se obţin din soluţiile stoc , 


Solutia standard intermediar se foloseste pentru:


-  calculul regăsirilor prin adaos in diverse matrici de fructe, legume si cereale,


- prepararea soluţiilor standard de calibrare: folosite pentru trasarea curbelor de calibrare (sunt preparate din soluţia standard intermediar de 5 ppm).


Gestionarea soluţiilor standard intermediare se face de către responsabilul cu standardele sau de locţiitorul său. El răspunde şi de stocarea şi identificarea lor.


 5.2.1. Prepararea soluţiilor standard intermediare şi de calibrare


Flacoanele (fiolele) cu soluţia stoc sau soluţia intermediară, se scot din congelator şi se lasa aproximativ o oră în nişă pentru a ajunge la temperatura ambiantă. 


Când nivelul soluţiei dintr-o fiolă cu soluţie stoc a scăzut şi e mai mic de 1 cm, trebuie preparată o nouă fiolă cu soluţie stoc sau se ia una nouă din stocul din congelator. 


· Prepararea soluţiilor standard intermediare (5ppm) ,

Într-un balon cotat silanizat de 100 ml se introduc volumele corespunzătoare din fiecare soluţie stoc individuală de pesticid. Se adaugă treptat solvent (in cazul GC-MS isooctan/toluen 9:1,iar la LC-MS metanol),se agită şi se aduce apoi balonul la semn cu solventul indicat mai sus pentru fiecare echipament in parte. Acest amestec standard se foloseşte pentru pregătirea amestecurilor standard de calibrare şi pentru calculul regăsirilor. Termen de valabilitate 3 ani pentru solutiile preparate in metanol si 5 ani pentru cele preparate in isooctan. Se depozitează în congelator


La preparea unui nou amestec de 5 ppm se va completa formularul  F5 PO-RP 2.


· Prepararea solutiilor standard de calibrare 


      Intr-un balon cotat de 100 ml se adauga volumul standardului intermediar calculat, se aduce la semn cu isooctan /toluen 9:1 pentru GC-MS sau cu metanol:apa pura 1:1 pentru LC MS. Solutiile de calibrare vor contine si Hexaclorbenzen 0.2mg/l pentru GC-MS , iar pentru echipamentul LC – MS,   Trifenil fosfat de 0.2 mg/l.

5.2.2. Verificarea  soluţiilor de calibrare


Soluţia nouă este comparată cu cea veche.

Pentru verificare se va lua in lucru solutia de calibrare de concentratie 0.8 ppm.


Solutiile de calibrare veche si noua sunt injectate alternativ, de cate 10 ori fiecare, pe echipamentul de analiză specific. Daca una dintre valorile obtinute in urma injectarii nu corespunde, aceasta se poate exclude din calcul.


Pentru fiecare pesticid din soluţia standard se calculează:


· valoarea medie (M);


· deviaţia standard (DS) şi 


· deviatia standard relativa (RSD) de la ambele soluţii separat.


Coeficientul de variaţie ( deviatia standard relativa - RSD) calculat cu minim 5 măsurători pe serie trebuie să fie mai mic de 10%, pentru fiecare pesticid în ambele soluţii.


Dacă aceste condiţii sunt îndeplinite, atunci noua soluţie standard  este corespunzatoare.

Dacă nu sunt îndeplinite, atunci se discută cu reponsabilul tehnic, care decide măsurile care trebuie luate.

Noul standard  verificat îl înlocuieşte pe cel vechi în congelator.


Rezultatele verificarii sunt notate în formularul de verificare a soluţiei standard calibrare, F6 PO-RP 2.   Acest formular se îndosariază într-un biblioraft  păstrat în laborator. 


Termenul de valabilitate a soluţiilor standard  este de 1 an.


5.3. CALCULE

Calcularea deviatiei standard relative (coeficient de variatie):

Pentru soluţiile standard intermediare coeficientul de variaţie se calculează pentru cel puţin 5 injectări.


-  Coeficientul de variaţie  (%) se calculează folosind formula de mai jos:


   RSD=  Deviatie standard / valoarea medie x 100 ;


5.4. IDENTIFICAREA ŞI PĂSTRAREA STANDARDELOR

Flacoanele cu soluţii standard vor fi prevăzute cu o etichetă pe care se vor menţiona următoarele: numele substanţei, concentraţie (ppm), solventul folosit, data preparării, data expirarii si iniţialele preparatorului.

Soluţiile vor fi păstrate în congelator (stocuri).


Noile soluţii standard intermediare şi de calibrare se pun în flacoane etichetate pe care se trec: codul amestecului, data prepararii, data expirarii, solventul folosit si initialele preparatorului si se vor pastra in congelator.


În formularul de verificare se menţionează data la care s-a luat în lucru o soluţie standard nouă. 


Valabilitatea pentru standardele pure, conform DG SANTE 11813/2017, este de 10 ani, dacă au fost păstrate în condiţii optime (închise etanş, în congelator).

6. RESPONSABILITĂŢI 

Responsabilul cu standardele :


- gestionează, identifică, prepară şi păstrează soluţiile standard.


Standardul si solutiile obtinute dupa  expirarea termenului de valabilitate vor fi sortate şi eliminate din circuitul activităţii laboratorului, urmând să fie depozitate într-un spaţiu special amenajat, până la contactarea unor firme specializate pentru neutralizare. Procedura de eliminare a pesticidelor precum si a soluţiilor depăşite va fi identică cu cea menţionată mai sus. 


Fişele de urmărire a pesticidelor şi a soluţiilor expirate vor fi arhivate în dosarul „Produse expirate”

  7. INREGISTRARI

       Trasabilitatea inregistrarilor se va face in felul urmator: evidenta reactivilor achizitionati se  inregistreaza in F1 PO-RP2 - fisa de urmarire reactivi, iar pesticidele –standardele achizitionate in cadrul laboratorului se inregistreaza in  F2 PO-RP 2 - Fisa evidenta standarde.

La prepararea solutiei stoc se utilizeaza  F3 PO-RP 2- Fişă de cantarire pentru preparare soluţii standard stoc. Pentru identificarea solutiilor preparate se utilizeaza  F4 PO-RP 2- Etichete solutii standard. Solutiile utilizate pentru amestecuri de lucru la GC-MS si LC-MS sunt inregistrate in fisele  F5 PO-RP 2 - Formular preparare soluţii intermediare si F6 PO-RP 2 - Formular verificare soluţii de calibrare 

      8. ANEXA

           Documente asociate:


F1 PO-RP 2     - Fisa de urmarire reactivi;


F2 PO-RP 2     - Fisa evidenta standarde;


F3 PO-RP 2      -Fişă de cantarire pentru preparare soluţii standard stoc;


F4 PO-RP 2     - Etichete solutii standard;


F5 PO-RP 2     - Formular preparare soluţii intermediare;


F6 PO-RP 2     - Formular verificare soluţii de calibrare
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  1. SCOP


Obiectul prezentei proceduri constă în:


· modul de codificare, înregistrare, evidenţă şi depozitare a furniturilor critice (reactivi, solvenți);


· modul de preparare a mediilor de cultură şi soluţiilor, verificarea sterilizării şi păstrarea acestora. 

2. DOMENIU DE APLICARE


Prezenta procedură se aplică în UT de diagnoză ale laboratoarelor de fitopatologie și entomologie din cadrul ANF: micologie, bacteriologie, virologie, biologie moleculară, entomologie și nematologie. 


3.  DOCUMENTE DE REFERINȚĂ

     SR EN ISO/IEC 17025:2018 - Cerinţe generale pentru competenţa laboratoarelor de încercări şi etalonări; 

     IS DG 2 – Urmărirea și verificarea echipamentelor;



F1 IS DG 2 – Fişă urmărire/ verificare balanță.



F4 IS DG 102 –Fişă urmărire/verificare pH-metru.

4. DEFINIŢII ŞI ABREVIERI

4.1. DEFINIŢII


Furnitură: consumabil utilizat care afectează calitatea încercărilor (reactivi, materiale consumabile de laborator relevante pentru încercări – cf. SR ISO/IEC 17025:2018).

Medii de cultură: produse nutritive obținute artificial în scopul izolării în cultură pură a bacteriilor şi ciupercilor fitopatogene şi conservării lor.


Soluţii: amestecuri omogene de două sau mai multe substanţe.

4.2. ABREVIERI

ANF: Autoritatea Naţională Fitosanitară

DG: diagnoză - unităţi tehnice ale  LF şi LE

EN: Entomologie; NE: Nematologie; BA: Bacteriologie; MI: Micologie; VI: Virologie; BM: Biologie               Moleculară

HCl: acid clorhidric


LE: laborator Entomologie;


LF: laborator Fitopatologie;

LNF: Laboratorul Naţional Fitosanitar


MC: manager calitate

NaOH: hidroxid de sodiu

KOH: hidroxid de potasiu

PO: procedură operaţională 


RT: responsabil tehnic/responsabili tehnici


UT: unitate/unităţi tehnice


5. DESCRIEREA ACTIVITĂŢII

5.1. REACTIVI


5.1.1.  Codificarea reactivilor


Codificarea reactivilor (comuni şi specifici) este efectuată de responsabilul cu reactivii pe diagnoză, utilizând formularul cod F1 PO DG 2 – “Fişă de codificare a reactivilor”.

Codul atribuit este alcătuit din cinci cifre: primele două indică anul achiziţionării(respectiv ultimele două cifre ale anului ), iar următoarele trei reprezintă numărul de ordine al intrării în laborator (ex.: 23001 – primul reactiv achiziţionat în anul 2023). 


Codul este unic în cazul reactivilor de acelaşi fel care provin din acelaşi lot, şi diferit, atunci când reactivii de acelaşi fel provin din loturi diferite. În cazul reactivilor din acelaşi lot furnizaţi (împachetaţi) în mai multe recipiente / flacoane, după codul unic se adaugă numărul recipientului / flaconului (ex.: 23001-01, 23001-02, 22001-03).



Componentele unui kit se codifică de UT utilizatoare, astfel: cod kit / număr de ordine component (ex.: 23002/01 - primul component din kit-ul cu codul 23002).



În cazul alicotării reactivilor, codul alicotului este alcătuit din codul reactivului şi data alicotării, operaţia fiind înregistrată în formularul cod F2 PO DG2 – “Fişă înregistrare reactivi”. 


Reactivii sunt etichetaţi notându-se codul reactivului şi data expirării. În momentul desigilării, pe etichetă sau pe recipient, se înscrie simbolul  “X”. 

5.1.2. Înregistrarea şi evidenţa reactivilor



Înregistrarea și evidența reactivilor comuni este ținută de către responsabilul cu reactivii pe diagnoză şi se realizează în formularul cod F2 PO DG 2 -“Fişă înregistrare reactivi”, cu ajutorul căruia se urmăreşte şi consumul, respectiv stocul. Acest lucru se impune pentru gestiunea controlată a substanţelor chimice cu dublă utilizare/precursori de droguri/reactivi toxici cu potenţial mutagen.


Certificatele de calitate/conformitate şi buletinele de analiză se păstrează în spatele formularelor de înregistrare. Fişele de înregistrare a reactivilor comuni sunt clasificate şi îndosariate în bibliorafturile “Reactivi comuni/ precursori, toxici, dublă utilizare”, “Reactivi comuni/periculoși”, “Reactivi comuni/neutri”. 



Evidenţa reactivilor se realizează utilizând formularul cod F3 PO DG 2- “Fişă  evidenţă reactivi”.


Responsabilul cu reactivii pe diagnoză întocmește lunar/trimestrial, după caz, situaţia consumului reactivilor contabili şi o transmite magazionerului LNF, respectiv serviciului Contabilitate patrimoniu achiziţii pentru evidenţa stocului. 



Fiecare UT are un responsabil tehnic cu reactivii. Acesta înregistrează, urmărește și ține evidența reactivilor specifici din UT proprie.



În cadrul UT Bacteriologie, înregistrarea și urmărirea reactivilor specifici se realizează în formularul cod F2 PO DG 2 – “Fișă înregistrare reactivi”.


În cadrul UT Virologie, înregistrarea și urmărirea reactivilor se realizează utilizând formularele cu codurile F2 PO DG 2 –“Fișă înregistrare reactivi” și F5 PO DG 2 -ˮFișă de înregistrare a reactivilor specifici UT Virologieˮ.


Gestiunea reactivilor poate fi la vedere sau controlată. Un kit este considerat consumat în momentul terminării unuia din componenţii acestuia. 


Fişele de înregistrare se îndosariază într-un biblioraft denumit “Reactivi specifici – UT Bacteriologie/Virologie”. 

5.1.3. Depozitarea reactivilor


Depozitarea reactivilor se realizează în spaţii adecvate, în funcţie de condiţiile specifice precizate de producători. Locul amplasării este notat în formularul F3 PO DG 2 – “Fişă evidenţă reactivi”, utilizând prescurtări precum: C = camera, D = dulap, F = frigider, R = raft.  Reactivii comuni sunt depozitaţi în camera stocare reactivi (cam. 20) (ex.: C 20-D1 R1 – reactiv comun depozitat în camera 20, în dulapul 1, pe raftul 1). 

Reactivii specifici sunt depozitaţi în frigidere/congelatoare, conform indicaţiilor producătorului (ex. C4-F – reactiv specific depozitat în camera 4, în frigider).      


Responsabilul cu reactivii/tehnicianul din fiecare UT are sarcina de a aproviziona UT proprie cu cantitatea minimă necesară pentru buna desfăşurare a activităţii, asigurând condiţii optime de păstrare, manipulare și consum.

5.2. MEDII DE CULTURĂ ŞI SOLUŢII

5.2.1.  Echipamente, sticlărie, materiale și consumabile   

· Echipamente: autoclav, hotă, incubator cu agitare, cuptor cu microunde, distilator, balanţă, pH-metru, agitator cu încălzire şi fără încălzire, bară magnetică şi inel de agitare, pipete.

· Sticlărie: cilindru gradat, pahar Erlenmeyer, pahar Berzelius, eprubete, flacon Duran de diferite volume, pâlnie Buchner cu filtru.

· Materiale și consumabile: soluţii corecție pH, plăci Petri de unică folosinţă, tăviţe de cântărire, seringi cu filtru, vârfuri pipetă, indicatori pentru sterilizare, filtre sterile, spatule, şerveţele, sită de 40(m, mănuşi, mască, reactivi şi extracte naturale. 

5.2.2.  Prepararea mediilor de cultură şi soluţiilor


Reactivii necesari preparării mediilor de cultură şi soluţiilor se găsesc depozitaţi în camera 20 - “Stocare reactivi” şi în frigiderul din camera nr. 8 pentru enzimele destinate extracţiei nematozilor din ţesut vegetal. Reţetele tuturor mediilor de cultură şi soluţiilor utilizate in UT de diagnoză, sunt descrise în anexele (A1-A6) ataşate acestei proceduri. 


Mediile de cultură obţinute se toarnă manual în recipientele destinate acestui scop.

· Codificare. Fiecărui mediu de cultură/soluţie/soluţie tampon i se atribuie un număr de lot, al cărui cod este de forma: S–XX–000, T–XX–000 sau M-XX-000 (unde: S = soluție, T = tampon,  M = mediu de cultură, XX = ultimele două cifre ale anului în curs, 000 = nr. de ordine mediu/soluţie/soluție tampon  preparate.

Numărul lotului se notează pe formularul cod F4 PO DG 2 – “Fişă preparare medii de cultură/soluţii”.

· Cântărire. Se utilizează balanţe etalonate conform standardului SR ISO/IEC 17025:2018. Înainte de efectuarea cântăririi se realizează verificarea balanţei conform instrucţiunii IS DG 2 – “Urmărirea și verificarea echipamentelor”, iar rezultatele obţinute se notează în formularul cod F1 IS DG 2 – “Fişă urmărire/ verificare balanță”.


Produsele necesare se cântăresc şi se pun într-un flacon de sticlă cu capac. Apoi se aduce la semn cu apă distilată. 


Pe măsura preparării mediilor de cultură/soluţiilor, se completează formularul F4 PO DG 2 –“Fişă preparare medii de cultură/soluţii”.

Notă: - spatula utilizată se curăţă cu atenţie după fiecare produs cântărit.

          - cantităţile folosite în reţete au o eroare acceptată de ±0,05g.


· Omogenizare. Mediul de cultură/soluţia se omogenizează prin agitare magnetică, cu sau fără încălzire.

· Corectarea pH-ului.  Se realizează cu un pH-metru etalonat şi urmărit metrologic (conform instrucţiunii IS DG 2 – “Urmărirea și verificarea echipamentelor”, iar rezultatele fiecărei verificări se notează în formularul cod F4 IS DG 102 –“Fişă urmărire/verificare pH-metru”. Corectarea pH-ului se realizează, după caz, cu ajutorul soluţiilor de hidroxid de sodiu (NaOH) sau de acid clorhidric (HCl) de concentrații aproximativ 0,1N. 

· Solidificarea mediilor de cultură. Se realizează prin adăugare de agar. Mediul de cultură se fierbe şi se agită magnetic până la topirea agarului şi limpezirea amestecului.

· Repartizare şi etichetare. Se repartizează mediul de cultură/soluţia în recipiente de sticlă termorezistentă de 500/1000 ml  şi se notează pe acestea denumirea şi numărul lotului.

· Sterilizare. Sterilizarea se realizează prin autoclavare, respectând valorile de temperatură şi timp precizate în fiecare reţetă. Verificarea punctului final al sterilizării se face cu indicatori de sterilizare: prin schimbarea culorii sau a indicaţiilor acestora (ex: dungile albe de pe hârtia indicatoare devin maron sau indicaţia “contaminat” se transformă în “sterilizat”). 

· Adăugarea antibioticelor în mediile de cultură (după caz). Antibioticele sunt reactivi sensibili deoarece se descompun la temperaturi mari şi se adaugă atunci când mediul de cultură s-a răcit suficient, la o temperatură de aproximativ 40-50°C (când sticla Duran poate fi ţinută în mână). Antibioticele se adaugă în mediul de cultură, obligatoriu, înainte de turnarea acestuia în plăcile Petri.

5.2.3. Păstrarea mediilor de cultură şi a soluţilor

medii de cultură: 

· pentru o perioadă scurtă de timp, în plăci Petri – mediul de cultură se toarnă manual (la hota cu flux laminar, notându-se pe fiecare placă numărul lotului şi denumirea mediului de cultură); se menţin peste noapte la temperatura ambiantă, iar a doua zi se depozitează în frigider (5 ± 3°C);


· pentru o perioadă mai lungă de timp (maxim 6 luni) în recipiente închise ermetic, în frigider la temperaturi de 5 ± 3°C; pentru utilizare, mediile de cultură solidificate se topesc în cuptorul cu microunde, timpul şi temperatura de topire fiind specifice fiecărui mediu de cultură (aproximativ 200°C/30 min.); mediile de cultură la care s-a adăugat antibiotic nu pot fi stocate mai mult de o lună, în frigider (5 ± 3°C). 


soluţii (în funcţie de specificul activităţii): 

· pentru o perioadă scurtă de timp, în cazul flacoanelor care au fost desigilate/ începute - la temperatura camerei;

· pentru o perioadă mai lungă de timp, în cazul recipientelor  închise ermetic - în frigider (5 ± 3°C), maxim 6 luni.

5.2.4. Verificarea mediilor de cultură



Se realizează la fiecare lot preparat utilizându-se martori de referinţă, acolo unde este posibil, etapele fiind înregistrate în formularul F2 PO DG3-Fişă evidenţă material de referinţă.


5.2.5. Controlul integrităţii mediilor de cultură şi a soluţilor

   - medii de cultură – se efectuează vizual, înainte de utilizare; controlul vizează prezenţa contaminanţilor, culoarea şi consistenţa mediului de cultură/soluţiei; 

· soluţii – se efectuează vizual şi vizează modificări ale aspectului (schimbarea culorii, apariţia de precipitate).

6.  RESPONSABILITĂŢI

6.1 DIRECTOR  LNF


· aprobă noile versiuni/revizii ale prezentei proceduri.


6.2 MANAGER CALITATE


· avizează noile versiuni/revizii ale prezentei proceduri.

6.3  ŞEF SERVICIU


· verifică noile versiuni/revizii ale prezentei proceduri.

6.4.  RESPONSABIL REACTIVI - Diagnoză

· completează formularele specifice pentru reactivii achiziţionaţi şi le îndosariază împreună cu documentele însoţitoare (certificate de calitate, de analiză, măsuri de protecţie, mod de lucru/utilizare etc.);


· codifică şi depozitează reactivii comuni achiziţionați;


· asigură aprovizionarea periodică cu cantitaţile de reactivi necesare consumului în UT solicitante;


· întocmeşte lunar situaţia consumului de reactivi.


6.5. RESPONSABIL TEHNIC REACTIVI SPECIFICI

· înregistrează, depozitează, ţine evidenţa și urmărește reactivii din UT proprie;

· actualizează reţetele de medii şi soluţii;

· completează formularele specifice.

6.6. TEHNICIAN

· prepară mediile de cultură/soluţiile, respectând reţetele prezentate în anexele ataşate prezentei proceduri;

· completează formularele specifice.

7. ANEXE

A1 PO DG 2 - Reţete medii de cultură şi soluţii utilizate în UT Bacteriologie


A2 PO DG 2 - Reţete medii de cultură şi soluţii utilizate în UT Micologie


A3 PO DG 2 - Reţete soluţii utilizate în UT Biologie moleculară

A4 PO DG 2 - Reţete soluţii utilizate în UT Entomologie

A5 PO DG 2 - Reţete soluţii utilizate în UT Nematologie

A6 PO DG 2 - Prepararea soluţiilor de uz general

8. ÎNREGISTRĂRI

F1 PO DG 2 – Fişă codificare reactivi

F2 PO DG 2 – Fişă înregistrare reactivi

F3 PO DG 2 – Fişă evidenţă reactivi 


F4 PO DG 2 – Fişă preparare medii de cultură/soluţii


F5 PO DG 2 – Fișă de înregistrare a reactivilor specifici în UT Virologie
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1.  SCOP


Obiectul prezentei proceduri constă în prezentarea modului de evidenţă, codificare, depozitare şi ţinerea  evidenţei următoarelor produse: reactivi, materiale de referinţă şi coloane cromatografice.

2.  DOMENIU DE APLICARE


      Prezenta procedură se aplică în Laboratorul Controlul Calităţii Pesticidelor din cadrul Autorităţii Naţionale Fitosanitare.

3. DOCUMENTE DE REFERINŢĂ

SR EN ISO/IEC 17025:2018, Cerinţe generale pentru competenţa laboratoarelor de încercări şi etalonări;


RS-1.1 LI/LE/24.08.2018, Regulament specific de acreditare în domeniul acreditării laboratoarelor de încercări conform SR EN ISO/CEI 17025:2005;

PS 16, Achiziţia de echipamente, produse şi servicii. Evaluarea furnizorilor;

F6 PSL 05, “Fişă probe teste interlaboratoare”. 

4. DEFINIŢII  ŞI ABREVIERI

4.1. DEFINIŢII


Material de referinţă (MR): material sau substanţă ale cărei, una sau mai multe, valori ale proprietăţii (proprietăţilor) sale sunt suficient de omogene şi bine stabilite  pentru a fi utilizate la etalonarea unui aparat de măsurat, evaluarea unei metode de măsurare sau atribuirea de valori materialelor (sau substanţelor).


Coloană cromatografică: dispozitiv în care se desfăşoară separarea componenţilor.

Standard: referinţă stabilită universal valabilă şi acceptată, care serveşte pentru a se compara şi determina caracteristicile sau cantitatea unui produs.

Substanţă standard: substanţă definită exact, cu o puritate cunoscută, folosită ca bază de comparare în analize.

4.2. ABREVIERI


ANF: Autoritatea Naţională Fitosanitară;

LNF: Laboratorul Naţional Fitosanitar;


LCCP: Laboratorul Controlul Calităţii Pesticidelor;

RENAR: Asociaţia de Acreditare din România, Organismul Naţional de Acreditare;

MC: manager calitate;


PO CH: procedură operaţională a Laboratorului Controlul Calităţii Pesticidelor;

GC-FID/GC-MS: gaz-cromatografie cu detector cu ionizare în flacără/gaz-cromatografie cu spectrometru de masă;


HPLC-UV/LC-MS: lichid-cromatografie de înaltă performanţă cu spectrometru ultraviolet-vizibil/lichid-cromatografie cu spectrometru de masă.

5. DESCRIEREA PROCEDURII

5.1. REACTIVI 

5.1.1. Codificare


Neaplicabil.


5.1.2. Înregistrare şi evidenţă

Înregistrarea şi evidenţa reactivilor este ţinută de responsabilul cu reactivii al LCCP şi se face utilizând 

următoarele formulare:


-  “Fişă înregistrare reactivi”, cod  F1 PO CH 9 (pentru evidenţa stocului);


-  “Fişă evidenţă reactivi”, cod F2 PO CH 9 (pentru înregistrarea cantităţilor recepţionate/aduse în laborator (consumate). 


Fişele de înregistrare/evidenţă reactivi, împreună cu certificatele de calitate şi buletinele de analiză, se îndosariază în 2 clasoare, împărţind reactivii utilizaţi în laborator în: SĂRURI şi SOLVENŢI.


Responsabilul cu reactivii întocmeşte lunar situaţia consumului de reactivi, pentru evidenţa stocului. Aceste situaţii se transmit electronic serviciului Financiar-contabilitate, patrimoniu şi achiziţii publice.


Evidenţa consumurilor de reactivi pentru fiecare din metodele de analiză aplicate în cadrul LCCP se ţine pe formularul “Fişă consum reactivi”, cod F9 PO CH 9. Fiecare analist/tehnician notează cantitatea de reactiv necesară pentru analizarea unei probe, respectiv pentru preparea unei soluţii (folosită la analizarea mai multor probe).

5.1.3. Evidenţa substanţelor toxice şi a precursorilor de droguri

Evidenţa reactivilor care fac parte din grupa substanţe toxice/precursori de droguri se ţine conform legislaţiei în vigoare, cu modificările şi completările în vigoare. Activităţile de procurare, depozitare, manipulare şi utilizare a precursorilor de droguri sunt permise în baza “Declaraţiei locaţiilor”, înregistrată la Agenţia Naţională Antidrog.

5.1.4.  Depozitarea reactivilor

           Reactivii sunt depozitaţi într-un spaţiu adecvat (magazia “Reactivi R1”), separat de laborator şi dotat cu ventilaţie şi aer condiţionat. Rafturile pe care se amplasează reactivii sunt precizate pe formularul “Fişă evidenţă reactivi”, cod F2 PO CH 9. Responsabilul cu reactivii are sarcina să aducă în laborator cantităţile solicitate de personal. 


     Cheile depozitului de reactivi sunt păstrate de responsabilul cu reactivii. Dublura acestor chei se sigilează într-un plic aflat la tabloul cu chei de pe holul LCCP, pentru a facilita accesul în depozitul de reactivi în afara orelor de program, în caz de urgenţă. 

5.2. MATERIALELE DE REFERINŢĂ (MR) 

MR-urile (standardele) sunt utilizate pentru determinarea concentraţiei de substanţă activă din probe, dar şi pentru controlul metodelor de lucru pe tehnicile GC-FID şi HPLC-UV.

MR-uri: standarde analitice, tehnice şi interne.
   

5.2.1. Codificare


Codificarea MR-urilor se impune datorită dimensiunilor reduse ale ambalajelor, fiind necesară pentru asigurarea trasabilităţii. Codul este notat pe o etichetă mică ce se lipeşte pe ambalajul MR-ului, fiind este de forma:


0X – 00XY, în care:

                                 0  –  numărul curent asociat primei litere a denumirii MR-ului;


                                 X –  prima literă a denumirii MR-ului; 


                                 00  –  ultimele două cifre ale anului în care s-a achiziţionat;


                                 XY – ansamblu de 2 litere, şi anume:  TH – pentru MR tehnice; 


                                                                                               IN- pentru MR interne; 


                                                                                               AN – pentru MR analitice.    

Ex: 4C – 19AN: reprezintă codul MR-ului înregistrat la numărul curent 4 pe pagina literei “C” (de ex. chlorsulfuron), MR analitic achiziţionat în anul 2019.


5.2.2. Înregistrare şi evidenţă


Evidenţa MR-urilor este ţinută utilizând formularele:


· “Fişă evidenţă material de referinţă”, cod F3 PO CH 9;


· „Fişă de înregistrare material de referinţă”, cod F4 PO CH 9.

Aceste înregistrări se îndosariază în ordine alfabetică, având asociate buletinele de analiză (de la producător), în clasoare dedicate diferitelor tipuri de MR-uri: analitice (AN), interne (IN) şi tehnice (TH).

5.2.3.  Depozitare 

      MR-urile se depozitează în spaţii corespunzătoare special dedicate (prevăzute cu sistem de aer condiţionat şi cu ventilaţie), în frigider/congelator (în funcţie de indicaţiile producătorului), în ordine alfabetică (magazia R1 şi camera Recepţie probe).

5.2.4.  Utilizare 

Modul de preparare al soluţiilor de MR-uri este prezentat în metodele de analiză. Responsabilul tehnic notează cantitatea de MR luată din flacon pentru fiecare analiză, în tabelul formularului F4 PO CH 9. 


5.3. PROBE PENTRU ÎNCERCĂRI DE COMPETENŢĂ

5.3.1. Codificare


Neaplicabil.


5.3.2. Înregistrare şi evidenţă

        La recepţia probelor pentru încercări de competenţă (comparări interlaboratoare, proficiency-teste, studii CIPAC) se verifică ambalajul (integritate, etichetare) şi conţinutul coletului (numărul şi identitatea probelor, etanşeitatea flacoanelor etc.). Pe ambalaj se notează denumirea schemei, organizatorul şi parametrii analizaţi (substanţele active aflate în compoziţia probelor).


Probele sunt înregistrate în registrul “PROBE STUDII”, formular cod F6 PSL 05, “Fişă probe teste interlaboratoare”.

5.3.3.  Depozitare  

Probele se depozitează în spaţii corespunzătoare special dedicate, în frigider/congelator, în funcţie de indicaţiile organizatorului (camera 5, Recepţie probe).

5.4.  COLOANE CROMATOGRAFICE

5.4.1. Codificare


– pentru tehnicile GC/GC-MS, codul este de forma: 00-XX, respectiv 00-XXXX, cu următoarea semnificaţie: 00 – numărul de ordine al coloanei achiziţionate;




   XX – GC;


                     XXXX – GC-MS.


– pentru tehnicile HPLC/LC-MS, codul este de forma: 00-XX, respectiv 00-XXXX, cu următoarea semnificaţie: 00 – numărul de ordine al coloanei achiziţionate;


               XX – FN, FI, CC, CS, care simbolizeaza tipul fazei stationare a coloanei: fază normală (FN),  


                        fază inversata (FI), chirală (CC), sau schimbătoare de ioni (CS). 


               XXXX – LC-MS.


5.4.2. Înregistrare şi evidenţă

Achiziţia coloanelor cromatografice se realizeaza conform procedurii de sistem PS 16, “Achiziţia de echipamente, produse şi servicii. Evaluarea furnizorilor”; la recepţie se are în  vedere şi prezenţa certificatului eliberat de producător.


Coloanele cromatografice sunt înregistrate pe formularele:


–  F5 PO CH 9, Lista coloanelor capilare GC/ GC-MS;


· F6 PO CH 9, Lista coloanelor capilare HPLC/LC-MS.

5.4.3.  Depozitare  

Coloanele cromatografice se depozitează în funcţie de tipul lor în dulapurile existente în laboratoarele de gaz-cromatografie şi lichid-cromatografie.

5.4.4.  Întocmire fişă de viaţă

          Fişa de viaţă a unei coloane cromatografice se întocmeşte pentru evidenţierea tuturor analizelor efectuate, data montării/demontării, data eliminării şi este de forma: 

- formular cod F7 PO CH 9, Fişă viaţă coloane GC-MS /GC-FID;

- formular cod F8 PO CH 9, Fişă viaţă coloane HPLC/LC-MS, 

şi se păstrează într-unul din cele 4 clasoare: 


1. fişe de viaţă coloane GC-MS;


2. fişe de viaţă coloane GC-FID;


3. fişe de viaţă coloane cu fază inversată; 


4. fişe de viaţă coloane cu fază normală, chirală şi schimbătoare de ioni.


Clasoarele 1 şi 2 se gasesc în camera 2, iar clasoarele 3 şi  4 se găsesc în camera 12. 


5.4.5.  Montare şi demontare 

           Montarea/demontarea coloanelor cromatografice este efectuată de responsabilii tehnici GC/LC, care notează în fişa de viaţă următoarele date :


-  după montare: data instalării, proba analizată, debitul de gaz purtător (pentru GC) sau parametrii fazei mobile (pentru LC), data efectuării analizei, numărul de injectări, iniţialele; 


-  după demontare: data dezinstalării coloanei.


5.4.6.  Eliminare 

 În cazul în care datele furnizate prin utilizarea unei coloane cromatografice nu mai sunt reproductibile, aceasta trebuie eliminată. În lista pe care este înscrisă coloana, se va bara cu o linie roşie poziţia ocupată de aceasta şi se va nota “ELIMINAT”.


6. RESPONSABILITĂŢI

6.1.  DIRECTOR GENERAL

-  aprobă referatele pentru achiziţionarea reactivilor, MR-urilor şi coloanelor cromatografice.

6.2. DIRECTOR LNF


-  vizează referatele pentru achiziţionarea reactivilor, MR-urilor şi coloanelor cromatografice.

6.3. ŞEF SERVICIU

-  completează Programul anual al achiziţiilor publice cu cantităţile de reactivi, MR şi coloane cromatografice necesare LCCP; 

propuneri de achiziţie a MR-urilor;


-  verifică şi vizează referatele de necesitate pentru achiziţionarea reactivilor, MR-urilor şi coloanelor cromatografice.

6.4.  RESPONSABIL TEHNIC GC/LC


-  utilizează reactivi şi MR, completând evidenţa acestora;


-  recepţionează, codifică şi înregistrează probele pentru încercările de competenţă;

      -  codifică, înregistrează, depozitează şi întocmeşte fişe de viaţă pentru coloanele cromatografice.

6.5.  RESPONSABIL REACTIVI

-    întocmeşte referate de achiziţie, înregistrează şi ţine evidenţa reactivilor;


      -    depozitează şi aduce periodic în laborator cantităţile de reactivi necesare consumului;


      -    întocmeşte lunar situaţia consumului de reactivi.

6.6.  RESPONSABIL MR-uri

-    întocmeşte referate de achiziţie, înregistrează, codifică şi ţine evidenţa MR-urilor;

-    depozitează şi aduce în laborator MR-urile solicitate de utilizatori.


7. ANEXE ŞI ÎNREGISTRĂRI

7.1 ANEXE


Neaplicabil.

7.2. ÎNREGISTRĂRI

F1 PO CH 9, Fişă înregistrare reactivi;


F2 PO CH 9, Fişă evidenţă reactivi;


F3 PO CH 9, Fişă evidenţă material de referinţă;


F4 PO CH 9, Fişă de înregistrare material de referinţă;


F5 PO CH 9, Lista coloanelor capilare GC/GC-MS;

F6 PO CH 9, Lista coloanelor capilare HPLC/LC-MS;

F7 PO CH 9, Fişă viaţă coloană GC-MS/GC-FID;

F8 PO CH 9, Fişă viaţă coloană HPLC/LC-MS;

F9 PO CH 9, Fişă consum reactivi.

2 / 6




image8.emf
Chemistry  Laboratory.docx


Chemistry Laboratory.docx
Control of Plant Protection Products Laboratory (LCCP) – Integrated Workflow for Plant Protection Product Quality Control



1. Laboratory Scope and Structure

The Chemistry Laboratory for the Control of Plant Protection Products (LCCP), part of the National Phytosanitary Authority (ANF), is responsible for the chemical and physico-chemical analysis of PPP (Plant Protection Products). This includes:

· Routine testing under the National Monitoring Program

· Ad-hoc requests from economic operators or private entities

· Border control or enforcement samples (e.g., unknown or unregistered substances)

· Parallel trade assessments

· Phytotoxicity investigations (plant/soil samples)

LCCP conducts analyses across three technical compartments:

· Gas Chromatography (GC-FID, GC-MS)

· Liquid Chromatography (HPLC-UV, LC-MS, HPIC, FT-IR)

· Physico-Chemical Testing (CIPAC-based methods)



2. Pre-GEPRO Workflow: Manual Procedure

This section describes the internal procedure applied by the Chemistry Laboratory (LCCP) prior to entering sample data into the GEPRO-LCCP system. These steps include the administrative and technical validation of incoming samples, capability analysis, manual registration, sample division and coding, and physical preparation for laboratory distribution. This foundational process ensures that only admissible and properly documented samples are introduced into the digital system, maintaining traceability and compliance from the point of reception.

2.1 Sample Reception and Administrative Validation

· Samples are submitted in person or via courier.

· All samples must be accompanied by a valid analysis request form:

· F1-1 (Monitoring Program)

· F1-2 (On-demand analysis)

· The Reception Officer verifies:

· Correct completion of the form

· Sample traceability (e.g., lot number, distributor)

· Original packaging or secure, labeled containers

· If requirements are not met:

· The sample is refused

· A Refusal Note (F2 PO CH 16) is issued

· The sample is returned or stored for collection

2.2 Capability Assessment and Registration

· Capability is confirmed based on availability of:

· Methods, reagents, equipment, qualified personnel

· Accepted samples are registered in:

· Reception-Response Register (F3)

· Analysis Register (F4)

· Each sample receives a unique code: YY-NNN

2.3 Sample Division and Storage

Samples are split into 3 containers:

· Container I: For active substance analysis (10–20 mL/g)

· Container II: For physico-chemical testing (80–90 g)

· Container III: Counter-sample (100 g, retained for 2 years)

· Phytotoxicity counter-samples are stored refrigerated for 3 months

Samples are labeled and distributed under the supervision of the Head of Department.

2.4 Sample Coding and Confidentiality

The coding scheme ensures confidentiality:

· Analysts work only with sample codes, not client identities

· The code is affixed to all containers

2.5 Waste Management

Post-analysis, waste is segregated and documented:

· Pesticide residues and solvents

· Contaminated packaging and consumables

· Counter-samples (after 2 years)
Records are maintained using F5 PSL 01 and compliant with HG 856/2002.



To ensure traceability, regulatory compliance, and proper workflow execution throughout all stages—both manual and digital—the following roles and responsibilities are assigned within the Chemistry Laboratory (LCCP). These define the accountability framework for all activities from sample reception to waste disposal.

Table 1 – LLCP Responsibilities Table

		Role / Position

		Responsibilities



		General Manager

		- Approves the annual public procurement plan, including the hazardous waste disposal contract

- Ensures institutional compliance with applicable waste legislation



		Director of the National Phytosanitary Laboratory (LNF)

		- Reviews and signs waste disposal requests (referat de necesitate)-

- Signs sample rejection notes when required

- Oversees procedural and compliance implementation across laboratory operations



		Head of Chemistry Laboratory (Șef Serviciu LCCP)

		- Completes and signs the laboratory capability analysis form

- Verifies documentation for samples under parallel trade evaluation

- Assigns samples to appropriate analysts/units- Signs sample rejection notes

- Ensures compliance with RENAR and internal procedures



		Sample Reception and Waste Management Officer(Responsabil Recepție Probe / Gestionare Deșeuri)

		- Receives and verifies all incoming samples and documentation- Records samples in physical registers (F3, F4)- Splits, codes, and stores samples and counter-samples

- Issues and communicates sample rejection notes- Maintains waste tracking and completes monthly logs (F5 PSL 01)- Prepares waste disposal requests when needed

- Labels and stores laboratory waste per regulations- Coordinates with authorized contractors for disposal and supports inspections/audits







3. Digital Workflow: GEPRO-LCCP System

Following the completion of preliminary manual procedures, all samples that meet the acceptance criteria are registered and processed within the GEPRO-LCCP system. This GEPRO module manages the full lifecycle of each analysis request—from sample registration and lab assignment to result entry, report generation, and statistical reporting. The workflow addresses centralized data management, traceability, controlled access, and alignment with both internal protocols and external regulatory requirements.

3.1 User Roles and Access

· All lab personnel use individual credentials

· Role-based access ensures:

· Data security

· Action traceability

· Controlled editing of submitted data

3.2 Sample Registration in GEPRO

Once the sample registration is complete, the next step involves defining the nature of the sample and associating it with the appropriate laboratory units and required analytical methods. This process is conducted within the GEPRO-LCCP system by using the software functions, ensuring each test is linked to the correct laboratory and analysis type according to the request form and internal capability assessment.

📍 GEPro-LCCP → “Add Request”

Reception officer enters:

· Sender and recipient details (select/add)

· Dispatch date and origin

· Request type (e.g., monitoring, parallel trade, law enforcement)

· Priority level (normal/urgent)

· Sample nature, code, product name, lot, quantity

The system assigns a Request ID, and the request is forwarded for analytical planning.

3.3 Assigning Labs and Tests

📍 “Add Lines” section

· Substances and analyses are selected from predefined lists

· Assigned laboratories are linked to the sample

· All related information is saved and locked



3.4 Sample Receipt by Technical Units

📍 “Samples awaiting reception” → “Create reception”

Each unit (GC, HPLC, Physico-Chemical) receives and confirms its assigned samples.



3.5 Conducting Analyses and Recording Results

📍 “Open Sample” → “Enter Analysis Results”

· Select method and substance

· Enter:

· Start and end dates

· Instrument used

· Result value

· Instrument error (if any)

· Limit ranges (automatic)

· Compliance: Conform / Non-Conform

Optional:

· Add additional lab: “Add/Remove Lab”

· Register unexpected substances: “Add Found Substance”

Results are saved, reviewed, and validated.

3.6 Generating the Analysis Report

📍 Menu → “Submit Reports for Signature”

· Preview report and correct any issues (e.g., formatting, responsible staff)

· Submit for digital signing

· System generates and records report number

· Request is marked as closed

Reports are clearly marked as:

· RENAR-accredited (methods 4–17 in Physico-Chemical Lab)

· Internally validated for all other methods

3.7 Statistical Exports and Traceability

📍 Menu → “Reports / Statistics”

· Monthly activity summaries

· Number of counterfeit or non-compliant samples

· Breakdown by analytical method, origin, or request type

All user actions and sample statuses are fully traceable and audit-ready.

4. Summary of methods and RENAR accreditation status

The analytical methods used within the Chemistry Laboratory (LCCP) are either accredited under RENAR in accordance with SR EN ISO/IEC 17025:2018 or internally validated based on recognized scientific standards. This section provides a structured overview of all active methods, organized by laboratory compartment, and indicates their accreditation status. The final analysis report generated through GEPRO explicitly states whether each test was performed using a RENAR-accredited method or an internally validated one, ensuring transparency and regulatory traceability.

1. Gas Chromatography Laboratory (GC-FID / GC-MS)

		Method Name

		Active substances

		RENAR Status



		Determination of active substances by GC-FID technique (non-polar column) - – validated internally

		 trifloxystrobin, propiconazole, lambda-cyhalothrin, tebuconazole, terbuthylazine, s-metolachlor, dimethenamid -p, prochloraz, proquinazid

		✅ RENAR-accredited



		Determination of active substances by GC-FID technique (polar column) – validated internally

		azoxystrobin, captan, chlorothalonil, propamocarb hydrochloride, ciproconazole

		✅ RENAR-accredited



		Determination of active substances by GC-MS technique (concentration)

		Ex. trifloxystrobin, propiconazole, lambda-cyhalothrin, tebuconazole, pendimetalin, ..

		❌ Not RENAR-accredited



		Determination of active substances in plants by GC-MS technique

		Ex. Terbuthylazine, fluroxipyr, metazachlor.

		❌ Not RENAR-accredited



		Determination of active substances in soil by GC-MS technique

		Ex. Terbuthylazine, Fluroxipyr, metazachlor..

		❌ Not RENAR-accredited



		Determination of active substances by GC-FID (non-polar column) technique *

		Ex. Metamitron, pethoxamid

		❌ Not RENAR-accredited



		Determination of active substances by GC-FID (polar column) technique *

		Ex. : pendimethalin, diflufenican

		❌ Not RENAR-accredited







2. Liquid Chromatography Laboratory (HPLC-UV / LC-MS / HPIC / FT-IR)

		Method Name

		Active substances

		RENAR Status



		Determination of active substances by HPLC-UV technique (C8) – validated internally

		Ex. : cymoxanil, nicosulfuron, thiophanate-methyl, thiram, thiacloprid, thiamethoxam, clothianidin, imidacloprid, chlorsulfuron, metsulfuron-methyl, rimsulfuron, tribenuron-methyl, thifensulfuron, chlorpyrifos, prochloraz, boscalid, pyraclostrobin, (2,4-D) acid, dicamba

		✅ RENAR-accredited



		Determination of active substances by HPLC-UV technique (C18) – validated internally

		Ex. boscalid, pyraclostrobin

		✅ RENAR-accredited



		Determination of active substances by HPLC-UV technique (ion exchange) – validated internally

		glyphosate

		✅ RENAR-accredited



		Determination of active substances by LC-MS technique (concentration) *

		Ex. Nicosulfuron, tribenuron-methyl, imidacloprid

		❌ Not RENAR-accredited



		Determination of active substances in plants by LC-MS technique *

		Ex. 2,4-D) acid, dicamba, glyphosate, florasulam, bentazone

		❌ Not RENAR-accredited



		Determination of active substances in soil by LC-MS technique *

		Ex. 2,4-D) acid, dicamba, glyphosate, bentazone, florasulam

		❌ Not RENAR-accredited



		Spectral evaluation (FT-IR) *

		Plant protection products

		❌ Not RENAR-accredited



		Determination of active substances by HPIC-COND technique *

		Ex. Glyphosate, fosetyl-Al, ethephon.

		❌ Not RENAR-accredited



		Determination of active substances by HPLC-UV technique (C8) *

		Ex. Bentazon, florasulam

		❌ Not RENAR-accredited



		Determination of active substances by HPLC-UV technique (C18) *

		Ex. Chlorantraniliprole, cyantraniliprole, 

		❌ Not RENAR-accredited





➤ All LC and HPIC methods are internally validated. None are RENAR-accredited.



3. Physico-Chemical Laboratory (CIPAC Methods)

		Method Name

		RENAR Status



		Determination of mancozeb content (CIPAC 103 A.2a+61/WP/M/4) 

		❌ Not RENAR-accredited



		Determination of sulfur content (CIPAC 18/TC/M/3) 

		❌ Not RENAR-accredited



		Determination of copper content (CIPAC 44/TC/M/3.2) 

		❌ Not RENAR-accredited



		Determination of wettability (CIPAC MT 53.3)

		✅ RENAR-accredited



		Determination of solution stability (CIPAC MT 41)

		✅ RENAR-accredited



		Determination of persistent foam (CIPAC MT 47.3)

		✅ RENAR-accredited



		Determination of dissolution degree and solution stability (CIPAC MT 179.1 – 24h)

		✅ RENAR-accredited



		Determination of dissolution degree and solution stability (CIPAC MT 179.1 – 5 min)

		✅ RENAR-accredited



		Determination of suspensibility (CIPAC MT 184.1)

		✅ RENAR-accredited



		Determination of density (CIPAC MT 3.1 – densimeter)

		✅ RENAR-accredited



		Determination of density (CIPAC MT 3.2.1 – pycnometer)

		✅ RENAR-accredited



		Determination of density (CIPAC MT 3.3.1 – with dilution)

		✅ RENAR-accredited



		Determination of density (CIPAC MT 3.3.2 – volumetric flask)

		✅ RENAR-accredited



		Determination of emulsion stability (CIPAC MT 36.3 – 0.1–5%)

		✅ RENAR-accredited



		Determination of pH (CIPAC MT 75.3)

		✅ RENAR-accredited



		Determination of residue by wet sieve test (CIPAC MT 185)

		✅ RENAR-accredited









5. Measurement Uncertainty

Measurement uncertainty is a quantitative expression of confidence in an analytical result. It defines the range within which the true value of a measured parameter is expected to lie, with a specified level of probability. The Chemistry Laboratory (LCCP) of the National Phytosanitary Authority (ANF) applies standardized internal procedures for the estimation of measurement uncertainty, especially for chromatographic techniques such as GC-FID and HPLC-UV, as outlined in operational procedure PO CH 7.

The estimation considers multiple contributing factors, including:

· Instrument precision (e.g., balances, pipettes, volumetric glassware),

· Method repeatability (standard deviation across replicates),

· Reference material purity,

· Calibration curve linearity,

· Environmental conditions and operator variability.

These components are integrated into a combined standard uncertainty, which is then expanded using a coverage factor (typically k = 2) to express the final result as:

Result = Measured value ± Expanded uncertainty 

The result is evaluated for conformity against specification limits, notably those defined by FAO/WHO, following internationally recognized decision rules (e.g., ILAC-G8:2019 and EURACHEM/CITAC).

Measurement uncertainty plays a critical role in:

· Assessing method suitability during validation,

· Ensuring comparability with client or reference values,

· Supporting regulatory or contractual conformity declarations,

· Enhancing result transparency and legal defensibility.

Integration into LIMS

As part of the system design for the future Laboratory Information Management System (LIMS), the calculation and application of measurement uncertainty shall be fully integrated into the result assessment module. This function must enable:

· The automatic computation of combined and expanded uncertainty for applicable methods;

· The incorporation of method-specific uncertainty profiles;

· The inclusion of uncertainty values and conformity status in the final analysis report.

This ensures analytical results are not only traceable and auditable, but also compliant with RENAR and ISO/IEC 17025:2018 standards for testing laboratories.
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Residue Analysis Workflow – Detailed Description

The Residue Analysis Workflow ensures full traceability, regulatory compliance, and structured data management throughout the pesticide residue analysis process. Each step is essential in ensuring accuracy, from sample collection to final reporting. Below is a detailed breakdown of each phase:

1. Sample Collection

Samples enter the laboratory through two primary pathways:

· Mandatory monitoring programs, where samples are collected based on legal requirements for regulatory control.

· On-demand requests, where a client (such as an agricultural business or private entity) submits a sample for analysis.

If the sample is collected by a phytosanitary inspector, a protocol (Proces Verbal - PV) is created. This document formally records the sample details, including:

· Sample type and origin (e.g., fruit, vegetable, grain).

· Collection date and location.

· Purpose of collection (routine control, suspected contamination, or compliance testing).

Private entities requesting an analysis must submit an official analysis request, which includes similar details but does not require a PV.

2. Sample Documentation

Once the sample has been collected, it must be documented properly before entering the laboratory system. This documentation ensures traceability and proper regulatory compliance.

· The protocol (PV) or official analysis request is verified.

· If collected by an inspector, the PV is signed and stamped as proof of collection.

· If a private request, the client attaches the request form, which contains billing information if the analysis is a paid service.

· The sample details are checked for completeness and accuracy to prevent processing delays.

This step is very important because incomplete or missing documentation delays processing and may require contacting the client or inspector for clarification.

3. Sample Reception & Coding

Upon arrival at the laboratory, the sample undergoes an official reception process, where it is formally logged into the system.

· Reception Register: The sample is entered into the Reception Register, which includes:

· Sample code (assigned upon reception)

· Requesting entity (phytosanitary unit or private customer)

· Protocol (PV) number or analysis request reference

· Product name (e.g., apple, wheat, tomato)

· Quantity received

· Reception date

· Responsible staff name and signature

· Unique Sample Coding: Each sample receives a unique identification code that links it to its documentation (PV or request form).

· Pending Sample Queue:

· Currently, there is no automated system for tracking pending samples.

· Samples are processed based on laboratory capacity and specialist priority decisions.

· For private samples, processing cannot begin until payment is confirmed.

4. Payment Processing (For Private Analyses Only)

If the analysis is requested by a private entity, a proforma invoice is generated and sent to Accounting.

· Payment Confirmation: The sample can only move forward if payment confirmation is received.

· Laboratory Staff Validation: Before processing, the responsible laboratory personnel verifies payment before authorizing sample extraction and analysis.

· Regulatory Requirement: This step ensures financial compliance and prevents unauthorized processing of unpaid requests.

5. Sample Processing & Extraction

Once a sample is authorized for analysis, it is entered into the Extraction Register, where pre-analysis preparation begins.

· The Extraction Register includes the following details: 

· Sample code (unique ID)

· Processing date

· Preparation of internal standards 

· GC-MS (Gas Chromatography-Mass Spectrometry) internal standard preparation date

· LC-MS/MS (Liquid Chromatography-Mass Spectrometry) internal standard preparation date

· Analyst name and signature (person responsible for extraction)

Special Case – Dithiocarbamate Testing:

· Samples analyzed for Dithiocarbamates are not recorded in the Extraction Register.

· Instead, special notification procedures are followed to ensure accurate reporting.

6. Analytical Testing & Data Entry

Once samples are prepared, they undergo chemical residue analysis using highly specialized laboratory instruments.

· Testing Methods Used:

· GC-MS (Gas Chromatography-Mass Spectrometry)

· LC-MS/MS (Liquid Chromatography-Tandem Mass Spectrometry)

· Data Entry & Tracking:

· Test results are recorded in an Excel dataset for structured processing.

· The dataset includes: 

· Sample ID

· Type of analysis performed (GC-MS or LC-MS/MS)

· Detected residues and their concentrations

· Analyst information

· Quality Assurance:

· A verification step ensures data completeness before proceeding to reporting.

· If anomalies are found, secondary testing or additional review may be required.

7. Analysis Report Generation

Once testing is complete, an official Analysis Report is generated.

· Report Triggers:

· When all required test data is recorded and validated, the report is automatically triggered.

· Completion of the analyst name field in the dataset is a key trigger point.

· Analysis Report Contents:

· Sample details

· Testing methodology

· Detected residues

· Concentrations compared to regulatory limits

· Report Review:

· A senior specialist or laboratory manager reviews the report for accuracy and regulatory compliance before finalization.



8. Regulatory Compliance & Reporting

Once the Analysis Report is complete, the final stage involves ensuring compliance with regulatory limits and submitting reports to authorities.

· Residue Limit Comparison:

· Residue levels are compared against Maximum Residue Limits (MRLs) from the EU Pesticide Database: 

· EU Pesticides Database

· If residue levels exceed permitted limits, appropriate authorities may initiate further investigations or enforcement actions.

· EFSA Annual Reporting:

· A structured yearly report is submitted to EFSA (European Food Safety Authority).

· The data is compiled using EFSA’s XML-based Data Collection Framework (DCF).

EFSA Yearly Report Breakdown

		Report Section

		Description



		Sample Overview

		Summary of analyzed samples, categorized by product type and source (official vs private).



		Analytical Methods Used

		Details of GC-MS, LC-MS/MS methodologies and any deviations.



		Detected Residues

		List of detected pesticides, their concentrations, and frequency.



		Compliance with MRLs

		Comparison of results with EU MRL standards.



		Quality Control Measures

		Validation, accuracy checks, and proficiency tests.



		Reporting Format

		Data structured in XML for EFSA submission.



		Submission Deadline

		Typically due in the first quarter of the following year.







How to Prepare the EFSA Yearly Report (According to the EFSA PDF Guidelines)

The EFSA Yearly Report on pesticide residues must be compiled using structured Excel reporting tools that generate XML files for submission to EFSA’s Data Collection Framework (DCF). The process follows these key steps:

Steps on how to 

1. Data Collection & Structuring

· Gather analytical results from all residue tests conducted throughout the year.

· Ensure data includes sample details, analytical methods used, detected residues, concentrations, and quality control measures.

· Verify that data aligns with the Standard Sample Description 2 (SSD2) model used by EFSA.

2. Using the EFSA Excel Reporting Tool

· EFSA provides two Excel-based reporting tools: 

· FLAT tool: Suitable for basic data entry where all details are stored in one table.

· WITH METHODS tool: Allows separation of sample details, methods, and results across different sheets to reduce redundancy.

· Ensure the correct version (Release 7.0, 2025) of the reporting tool is used.

3. Entering Data Correctly

· Fill in all mandatory SSD2 fields (sample ID, product type, residue levels, MRL compliance).

· Use drop-down lists embedded in the tool to select predefined values for standardization.

· Ensure proper use of controlled terminology and unique identifiers for each sample.

4. Validation Check

· Use the built-in validation check tool in Excel to detect errors before submission.

· Correct missing or incorrect values to ensure data integrity.

· Verify that all analytical results are correctly linked to sample information.

5. Generating XML Files for Submission

· Run the XML creation function in the reporting tool.

· Ensure that files do not exceed 20,000 records per XML submission (split large datasets if needed).

· Rename XML files for clarity before submission.

6. Final Submission to EFSA

· Submit XML files via EFSA’s Data Collection Framework (DCF).

· Ensure compliance with EFSA’s data format requirements to avoid rejection.

· Submission deadline is typically in Q1 of the following year.
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Diagnosis Laboratory – Integrated Workflow for Plant Pest and Disease Diagnosis

1. Laboratory Scope and Structure

The Diagnosis Laboratory of the National Phytosanitary Authority (ANF) is responsible for the identification and confirmation of harmful organisms (pests and pathogens) in plant and plant product samples. This includes:

· Routine testing as part of national monitoring or surveillance programs

· Ad-hoc or client-requested diagnostic services

· Quarantine and border control investigations

· Intra-community movement

· Confirmatory analysis for suspected regulated organisms

The laboratory includes several technical units (UTs), each specialized in a specific area:

· Virology

· Bacteriology

· Mycology

· Nematology

· Entomology

· Molecular Biology

2. Pre-GEPRO Workflow: Manual Procedure

This section describes the manual process prior to digital registration in GEPRO. It ensures that only admissible and properly documented samples are processed, maintaining traceability and biosafety.

2.1 Sample Reception and Administrative Validation

Samples are delivered either in person or by courier. Each must be accompanied by a valid analysis request form.

The Reception Officer verifies:

· Existence of a completed analysis request

· Intact and secure packaging

· Label consistency with request form (including unique sampling code)

· Information on the target organism and requested analysis type

· Sender identification details

If requirements are not met:

· Client is contacted to correct or replace the request form

· A "Sample Refusal Note" is issued if necessary

· Refused samples are stored appropriately for up to three days

2.2 Capability Assessment and Sample Registration

The Head of Laboratory verifies that the requested analyses can be performed based on:

· Availability of reagents, equipment, validated methods, and trained staff

Samples are entered into the GEPRO-Diagnosis module by the Reception Officer, who assigns them to relevant technical units based on:

· Request content (simple or complex analysis)

· Nature of sample and target organism(s)

2.3 Sample Coding and Confidentiality

A unique identifier is generated by the GEPRO system (format: YY-NNNNNN). This code:

· Ensures traceability throughout the diagnostic workflow

· Preserves client confidentiality (analysts see only the code)

Codes are affixed to sample containers and recorded on documentation.

2.4 Sample Distribution and Preliminary Handling

Depending on analysis type:

· Simple analyses: the designated UT collects the sample directly

· Complex analyses without specified organisms: sample is temporarily stored in a shared cold room; UTs determine routing collaboratively

· Complex analyses with specified organisms: the sample follows a predefined path (e.g., Entomology → Nematology → Virology → Mycology → Bacteriology)

Each UT records sample reception in its own internal register.

2.5 Sample Storage

Samples are stored according to type:

· Seeds, tubers: room temperature

· Fresh plant materials: refrigerated

· Oversized samples: separate cold room area

Analyzed samples are retained for:

· 7 working days post-report issuance (minimum)

· 1 year for positive seed samples (in a secure container)

· 1 month for positive potato tuber samples (in cold storage)

3. Digital Workflow: GEPRO-Diagnosis System

The GEPRO system manages the entire lifecycle of diagnostic activities: registration, laboratory assignment, analysis tracking, reporting, and statistics. Access is role-based with individual user credentials.

3.1 Sample Registration in GEPRO

Reception Officer inputs:

· Sender/recipient info

· Sample origin and dispatch date

· Type of request (monitoring, import/export control, urgent)

· Sample type and quantity

· Target organism (if any)

The system generates a Request ID and forwards the entry to relevant UTs.

3.2 Technical Unit Analysis

Each UT performs the following actions:

· Receives assigned samples ("Create Reception")

· Performs analysis according to protocols

· Records:

· Start and end dates

· Method used

· Detection outcome (Detected / Not Detected)

· Organism identified (scientific name)

If multiple organisms are targeted, each is recorded individually.

3.3 Confirmatory Analysis and Sample Reallocation

If required:

· The sample is reassigned to another UT (e.g., from Mycology to Molecular Biology)

· For long-term analyses (e.g., pathogenicity tests), samples are transferred to "confirmation" status and managed accordingly

3.3.1 Triggering Confirmatory Analysis

 If a technical unit (UT) cannot reach a definitive result or needs additional tests (e.g., pathogenicity or advanced identification), the sample is sent for confirmatory analysis.

This is particularly relevant for:

· Complex cases requiring molecular confirmation (e.g., PCR)

· Unclear morphology

· Suspicion of a regulated organism that was not originally requested

3.3.2 Transferring Samples Between Units

· The GEPRO module includes a dedicated function: “Alocare laborator suplimentar” (Assign additional laboratory).

· From this submenu, the user selects the appropriate next laboratory (e.g., Nematology → Molecular Biology).

· The receiving UT receives the sample in their interface and continues analysis.

3.3.3 Confirmation Pathway

When long-term or advanced tests are needed (e.g., pathogenicity tests or development stage observations):

· The sample is marked in GEPRO with the status: “trimite proba la confirmare” (send sample for confirmation).

· This action triggers:

· A new workflow: “Recepționare probe pentru confirmare” (confirmation reception)

· Internal logs and alerts for the receiving unit

· The confirmation analysis follows three steps:

0. Reception by the second UT

0. Activation using “Deschidere proba pentru lucru” (Open sample for processing)

0. Result entry and final response using “Emitere răspuns” (Submit result)

3.3.4 Finalization and Reporting

· After confirmatory analysis is completed:

· The result (organism detected or not) is entered

· Final report is issued from the confirmation unit

· All data is linked to the original sample ID in GEPRO

· If necessary, additional units may be assigned in sequence.

3.3.5 Escalation Cases

· If regulated organisms are identified that were not initially requested:

· The UT must allocate the sample to the competent specialized unit.

· For instance, Entomology may forward to Nematology if nematode symptoms are observed.

3.4 Rejected Samples

If a sample is rejected due to technical reasons:

· The responsible technician records justification in GEPRO

· A Sample Refusal Note is issued and the client is informed

3.5 Report Generation

Once analyses are complete:

· Results are compiled in GEPRO

· Report  is submitted for signature

· Responsible staff and unit heads are assigned

· Report is printed, signed, and its number recorded

For samples under "confirmation," reports are issued after final validation.

3.6 Statistical Reporting

GEPRO includes reporting features for:

· Monthly sample counts

· Positive detections by organism/type/origin

· Analysis volumes per technical unit and method

· Annual activity report



These functions support surveillance, trend analysis, and performance monitoring.

4. Waste Management

Each UT is responsible for managing waste according to contamination risk:

· Solid waste:

· Autoclaved if contaminated (e.g., by quarantine organisms)

· Chemically decontaminated (e.g., sodium hypochlorite)

· Stored and disposed via authorized contractors

· Liquid waste:

· Decontaminated with chlorine-based products (from bacteriology, nematology, etc.)

· Chemically stored and removed by specialized firms (e.g., those containing ethidium bromide)

Positive plant material may be stored longer or destroyed after legal retention periods.

5. Responsibilities Overview

Table __ - User roles 

		Role

		Responsibilities



		LNF Director

		Approves procedures, signs sample rejection notes, sign the analysis report.



		Laboratory Head

		Validates capability, approves methods, signs refusals, sign the analysis report.



		Reception Officer

		Verifies and registers samples, issues refusal notes, manages storage



		Technical Responsible

		Performs technical validation, conducts analysis, updates GEPRO, sign the analysis report.



		Technician

		Transports, stores samples, manages waste, assists with decontamination







This structured workflow ensures the Diagnosis Laboratory operates in compliance with regulatory standards and maintains full traceability and biosafety throughout the analytical process.

This diagram illustrates the complete diagnostic workflow for the identification of plant pests and pathogens within the laboratories of the National Phytosanitary Authority (ANF). It includes all major procedural steps from sample reception and validation to confirmatory analysis and final report issuance, ensuring full traceability, regulatory compliance, and operational clarity across technical units.



Fig. – Workflow within the Diagnosis Laboratory and its technical units
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